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VÄLKOMMEN TILL ÅRSREDOVISNINGEN FÖR BRF INGENJÖREN 6

Styrelsen upprä�ar härmed följande årsredovisning för räkenskapsåret 2022-01-01 - 2022-12-31.

INNEHÅLL: SIDA:

Förvaltningsberä�else 4
Resultaträkning 9
Balansräkning 10
Noter 12

Om inte annat särskilt anges redovisas alla belopp i tusental kronor (TSEK).
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KORT GUIDE TILL LÄSNING AV ÅRSREDOVISNINGEN

FÖRVALTNINGSBERÄTTELSE
Förvaltningsberä�elsen innehåller bland annat en allmän beskrivning av bostadsrä�sföreningen och
fas�gheten. Du hi�ar också styrelsens beskrivning med vik�g informa�on från det gångna räkenskapsåret samt
e� förslag på hur årets vinst eller förlust ska behandlas, som föreningsstämman beslutar om. En vik�g uppgi�
som ska framgå i förvaltningsberä�elsen är om bostadsrä�sföreningen är äkta eller oäkta e�ersom det senare
medför ska�ekonsekvenser för den som äger en bostadsrä�.

RESULTATRÄKNING
I resultaträkningen kan du se om föreningen har gå� med vinst eller förlust under räkenskapsåret. Du kan
också se var föreningens intäkter kommit ifrån, och vad som har kostat pengar. Avskrivningar innebär a� man
inte bokför hela kostnaden på en gång, utan fördelar den över en längre �dsperiod. Avskrivningar innebär
alltså inte något u�löde av pengar. Många nybildade föreningar gör stora undersko� i resultaträkningen varje
år vilket vanligtvis beror på a� avskrivningarna från köpet av fas�gheten är så höga.

BALANSRÄKNING
Balansräkningen är en spegling av föreningens ekonomiska ställning vid en viss �dpunkt. I en årsredovisning är
det all�d räkenskapsårets sista dag. I balansräkningen kan du se föreningens �llgångar, skulder och egna
kapital. I en bostadsrä�sförening består eget kapital o�ast av insatser (och ibland upplåtelseavgi�er),
underhållsfond och ackumulerade (”balanserade”) vinster eller förluster. I en balansräkning är all�d
�llgångarna exakt lika stora som summan av skulderna och det egna kapitalet. Det är det som är ”balansen” i
balansräkning.

NOTER
I vissa fall räcker inte informa�onen om de olika posterna i resultat- och balansräkningen �ll för a� förklara vad
si�rorna innebär. För a� du som läser årsredovisningen ska få mer informa�on �nns noter som är mer speci�ka
förklaringar �ll resultat- och balansräkning. Om det �nns en si�ra bredvid en rad i resultat- eller
balansräkningen betyder det a� det �nns en not för den posten. Här kan man �ll exempel få informa�on om
investeringar som gjorts under året och en mer detaljerad beskrivning över lånen, hur stora de är, vilken ränta
de har och när det är dags a� villkorsändra dem.

GILTIGHET
Årsredovisningen är styrelsens dokument. Föreningsstämman beslutar om a� fastställa Resultat- och
Balansräkningen, samt styrelsens förslag �ll resultatdisposi�on. I dessa delar gäller dokumentet e�er det a�
stämman fa�at beslut avseende de�a.
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FÖRENINGEN HAR REGISTRERATS HOS BOLAGSVERKET

SÄTE

ÄKTA FÖRENING

FASTIGHETEN

FÖRSÄKRING

STYRELSENS SAMMANSÄTTNING

Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Förvaltningsberättelse

VERKSAMHETEN

ALLMÄNT OM VERKSAMHETEN
Föreningen har �ll ändamål a� främja medlemmars ekonomiska intressen genom a� i föreningens hus upplåta
bostadsrä�slägenheter under ny�janderä� och utan �dsbegränsning.

Föreningen registrerades 2006-10-27.

Föreningen har si� säte i Stockholm.

Föreningen är e� privatbostadsföretag enligt inkomstska�elagen (1999:1229) och utgör därmed en äkta
bostadsrä�sförening.

Fas�gheten innehar med tomträ� fas�gheten Ingenjören 6 på adressen Blekingegatan 12 i Stockholm.
Föreningen har 2 hyreslägenheter och 36 bostadsrä�er om totalt 2 250 kvm och 3 kommersiella lokaler om
300 kvm.

Fas�gheten är försäkrad hos If Skadeförsäkring AB.

Ville Niskala Ordförande *avgick 4 April 2023

Olivia Sjölinder Ledamot  

Mia-Lena Gusterman Ledamot
Tillförordnad fram �lls
årsmötet 2023

Benjamin Negash Ledamot  

Bita Eshraghi Ledamot  

Ragnar Chris�an
Skare

Ledamot  
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VALBEREDNING

FIRMATECKNING

REVISORER

SAMMANTRÄDEN OCH STYRELSEMÖTEN

UTFÖRDA HISTORISKA UNDERHÅLL

PLANERADE UNDERHÅLL

AVTAL MED LEVERANTÖRER

EKONOMI

Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Ann-Chris�ne
Hiljanen

Ledamot  

Therese Nerlund Suppleant  

Joakim Fransson och Susanna Scherp

Firman tecknas av styrelsen

David Walman Revisor Rävisor AB

Ordinarie föreningsstämma hölls 2023-05-08. Styrelsen har under verksamhetsåret ha� 10 protokollförda
sammanträden.

2022 OVK åtgärder

2022 Dränering in�ll mur mellan fas�gheter
2022 Stamspolning 
2022 Filmning av liggande stammar
 

2023 Byte Grupp- och reglerven�ler vv+kv+vvc
2023 Byte Radiatorven�ler + termostater
2023 Byte/Relining Bo�enavlopp
2023 Målning av fönster

Ekonomisk förvaltning Nabo Group AB
Återvinning Veolia
Tekniskt underhåll Jensendri�
Väsentliga händelser under räkenskapsåret
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FÖRÄNDRINGAR I AVTAL

ÖVRIGA UPPGIFTER

Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Fasta lån löpt ut och övergå� �ll rörlig ränta vilket har medfört betydligt högre räntekostnader på föreningens
lån. 

Högre kostnader för el och �ärrvärme. 

OVK har u�örts och åtgärdande av brister i ven�la�onssystemet slu�örts.

Dränering in�ll mur mellan fas�gheter har u�örts och avslutats. 

Filmning stammar har genomförts för a� underlä�a fram�da planerade åtgärder.

Stamspolning 

Ny tvä�maskin har införska�ats. 

Inga andra stora åtgärder eller investeringar har gjorts under året. 

Swedbank: 8803-9,285.625.144-8, 8803-9,285.670.317-4 lån som övergå� från fast �ll rörlig ränta.

Vi har infört ru�ner för mat och avfallshantering.

Brandskyddsåtgärder, bland annat utrymningsskyltar och handbrandsläckare har implementerats och är klart.  

MEDLEMSINFORMATION
Antalet medlemmar vid räkenskapsårets början var 52 st. Tillkommande medlemmar under året var 5 och
avgående medlemmar under året var 4. Vid räkenskapsårets slut fanns det 53 medlemmar i föreningen. Det
har under året ske� 2 överlåtelser.
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

FLERÅRSÖVERSIKT
 2022 2021 2020 2019
Ne�oomsä�ning 2 099 2 059 2 016 2 051
Resultat e�er �n. poster -480 -575 -22 -47
Soliditet, % 77 78 78 78
Y�re fond 1 363 1 467 1 391 1 363
Taxeringsvärde 103 958 76 290 76 290 76 290
Bostadsyta, kvm 2 251 2 251 2 251 2 251
Årsavgi� per kvm bostadsrä�syta, kr 647 647 647 647
Lån per kvm bostadsyta, kr 5 331 5 331 5 331 5 331
Genomsni�lig skuldränta, % 1,94 1,68 1,72 1,83
Belåningsgrad, % 21,35 21,26 21,18 21,10
 
Soliditet % de�nieras som: Justerat eget kapital / totalt kapital
Belåningsgrad % de�nieras som: fas�ghetslån / bokfört värde för byggnad och mark

FÖRÄNDRINGAR I EGET KAPITAL

2021-12-31
Disp av föreg

års resultat
Disp av

övriga poster 2022-12-31

Insatser 55 633 - - 55 633
Upplåtelseavgi�er 1 861 - - 1 861
Fond, y�re underhåll 1 467 - -104 1 363
Balanserat resultat -13 493 -575 104 -13 963
Årets resultat -575 575 -480 -480

Eget kapital 44 894 0 -480 44 413
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-14 444

-14 444

Brf Ingenjören 6
769615-3217

Årsredovisning 2022

RESULTATDISPOSITION
Till föreningsstämmans förfogande står följande medel:

Balanserat resultat -13 963
Årets resultat -480

Totalt

 
Styrelsen föreslår a� medlen disponeras enligt
följande

Reservering fond för y�re underhåll 104
A� från y�re fond i anspråk ta -187
Balanseras i ny räkning -14 360

 

Föreningens ekonomiska ställning i övrigt framgår av följande resultat- och balansräkning samt noter.
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Resultaträkning
 Not

2022-01-01 -
2022-12-31

2021-01-01 -
2021-12-31

RÖRELSEINTÄKTER 2   

Ne�oomsä�ning  2 099 2 059
Rörelseintäkter  1 1

Summa rörelseintäkter 2 100 2 061

RÖRELSEKOSTNADER    

Dri�skostnader 3-7 -1 956 -2 014
Övriga externa kostnader 8 -103 -114
Personalkostnader 9 -72 -90
Avskrivningar av materiella anläggnings�llgångar  -216 -216

Summa rörelsekostnader -2 348 -2 435

RÖRELSERESULTAT -248 -374

FINANSIELLA POSTER    
Ränteintäkter och liknande resultatposter  1 0
Räntekostnader och liknande resultatposter 10 -233 -201

Summa �nansiella poster -232 -201

RESULTAT EFTER FINANSIELLA POSTER -480 -575

ÅRETS RESULTAT -480 -575
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Balansräkning
 Not 2022-12-31 2021-12-31

TILLGÅNGAR  

ANLÄGGNINGSTILLGÅNGAR    

Materiella anläggnings�llgångar    
Byggnad och mark 11 56 218 56 435

Summa materiella anläggnings�llgångar 56 218 56 435

SUMMA ANLÄGGNINGSTILLGÅNGAR 56 218 56 435

OMSÄTTNINGSTILLGÅNGAR    

Kor�ris�ga fordringar    

Kund- och avgi�sfordringar  -4 18
Övriga fordringar 13 23 145
Förutbetalda kostnader och upplupna intäkter 14 232 224

Summa kor�ris�ga fordringar 251 387

Kassa och bank    
Kassa och bank  847 1 019

Summa kassa och bank 847 1 019

SUMMA OMSÄTTNINGSTILLGÅNGAR 1 098 1 406

SUMMA TILLGÅNGAR 57 316 57 841
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Balansräkning
 Not 2022-12-31 2021-12-31

EGET KAPITAL OCH SKULDER  

EGET KAPITAL    

Bundet eget kapital    
Medlemsinsatser  57 494 57 494
Fond för y�re underhåll  1 363 1 467

Summa bundet eget kapital 58 857 58 961

Fri� eget kapital    
Balanserat resultat  -13 963 -13 493
Årets resultat  -480 -575

Summa fri� eget kapital -14 444 -14 068

SUMMA EGET KAPITAL 44 413 44 894

Avsä�ningar    
Avsä�ningar  177 160

Summa avsä�ningar 177 160

Långfris�ga skulder    
Skulder �ll kredi�ns�tut 15 3 000 3 000
Övriga långfris�ga skulder  116 116

Summa långfris�ga skulder 3 116 3 116

Kor�ris�ga skulder    
Skulder �ll kredi�ns�tut  9 000 9 000
Leverantörsskulder  108 225
Ska�eskulder  23 6
Övriga kor�ris�ga skulder  27 22
Upplupna kostnader och förutbetalda intäkter 16 452 417

Summa kor�ris�ga skulder 9 610 9 671

SUMMA EGET KAPITAL OCH SKULDER 57 316 57 841
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

Noter

NOT 1, REDOVISNINGS- OCH VÄRDERINGSPRINCIPER

Årsredovisningen för Brf Ingenjören 6 har upprä�ats enligt Årsredovisningslagen och Bokföringsnämndens
allmänna råd 2016:10 (K2), årsredovisning i mindre företag.

Redovisning av intäkter
Intäkter bokförs i den period de avser oavse� när betalning eller avisering ske�.

Anläggnings�llgångar
Materiella anläggnings�llgångar redovisas �ll anska�ningsvärde minskat med avskrivningar. Byggnader och
inventarier skrivs av linjärt över den bedömda ekonomiska livslängden. Avskrivnings�den grundar sig på
bedömd ekonomisk livslängd av �llgången.

Följande avskrivnings�der �llämpas:

Byggnad 0,75 %
Fas�ghetsförbä�ringar 2-6,67 %

Markvärdet är inte föremål för avskrivning. Bestående värdenedgång hanteras genom nedskrivning.
Föreningens �nansiella anläggnings�llgångar värderas �ll anska�ningsvärde. I de fall �llgången på balansdagen
har e� lägre värde än anska�ningsvärdet sker nedskrivning �ll det lägre värdet.

Omsä�nings�llgångar
Fordringar upptas �ll det belopp som e�er individuell prövning beräknas bli betalt.

Föreningens fond för y�re underhåll
Reservering �ll föreningens fond för y�re underhåll ingår i styrelsens förslag �ll resultatdisposi�on. E�er a�
beslut tagits på föreningsstämma sker överföring från balanserat resultat �ll fond för y�re underhåll och
redovisas som bundet eget kapital.

Fas�ghetsavgi� och fas�ghetsska�
Fas�ghetsavgi�en på bostadsdelen består av en avgi� på 1 519 SEK per lägenhet.
Fas�ghetsska�en utgår med 1 % av gällande taxeringsvärde på lokaler.

Fas�ghetslån
Lån med en bindnings�d på e� år eller mindre tas i årsredovisningen upp som kor�ris�ga skulder.

NOT 2, RÖRELSEINTÄKTER 2022 2021

Hyresintäkter, bostäder 124 123
Hyresintäkter, lokaler 493 469
Intäktsreduk�on 0 -15
Årsavgi�er, bostäder 1 398 1 398
Övriga intäkter 85 86

Summa 2 100 2 061
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

 

NOT 3, FASTIGHETSSKÖTSEL 2022 2021

Besiktning och service 32 68
Fas�ghetsskötsel 102 166
Snösko�ning 22 1
Städning 63 51
Trädgårdsarbete 0 3
Övrigt 57 24

Summa 276 313

 

NOT 4, REPARATIONER 2022 2021

Bostäder 11 20
Repara�oner 203 51
Tvä�stuga 3 0
Ven�la�on 3 127
Övrigt plan. UH 11 0

Summa 231 198

 

NOT 5, PLANERADE UNDERHÅLL 2022 2021

OVK 114 0
Stamspolning och �lmning 49 0
Par�ella stambyten då medlem bygger om badrum 0 18
Ny� passersystem 0 277
Summa 163 295

 

NOT 6, TAXEBUNDNA KOSTNADER 2022 2021

Fas�ghetsel 143 92
Sophämtning 71 62
Uppvärmning 387 394
Va�en 70 65

Summa 670 613
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

NOT 7, ÖVRIGA DRIFTSKOSTNADER 2022 2021

Bredband 93 93
Fas�ghetsförsäkringar 124 120
Fas�ghetsska� 97 78
Kabel-TV 11 10
Tomträ�savgälder 292 292
Summa 616 594

 

NOT 8, ÖVRIGA EXTERNA KOSTNADER 2022 2021

Förbrukningsmaterial 3 1
Juridiska kostnader 13 19
Kameral förvaltning 54 52
Revisionsarvoden 15 18
Övriga förvaltningskostnader 19 24
Summa 103 114

 

NOT 9, PERSONALKOSTNADER 2022 2021

Arbetsgivaravg. för sem- och löneskuld 0 4
Sociala avgi�er 17 17
Styrelsearvoden 54 68
Övriga personalkostnader 1 1

Summa 72 90

 

NOT 10, RÄNTEKOSTNADER OCH LIKNANDE RESULTATPOSTER 2022 2021

Räntekostnader avseende skulder �ll kredi�ns�tut 233 201

Summa 233 201
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59 449 59 449

-3 231 -3 015

56 218 56 435

231 231

-231 -231

0 0

Brf Ingenjören 6
769615-3217

Årsredovisning 2022

NOT 11, BYGGNAD OCH MARK 2022-12-31 2021-12-31

 
Ingående ackumulerat anska�ningsvärde 59 449 59 449

Utgående ackumulerat anska�ningsvärde

 
Ingående ackumulerad avskrivning -3 015 -2 798
Årets avskrivning -216 -216

Utgående ackumulerad avskrivning

 

Utgående restvärde enligt plan

I utgående restvärde ingår mark med 31 128 31 128
 
Taxeringsvärde

Taxeringsvärde byggnad 32 570 28 850
Taxeringsvärde mark 71 388 47 440
Summa 103 958 76 290

 

NOT 12, MASKINER OCH INVENTARIER 2022-12-31 2021-12-31

 
Ingående ackumulerat anska�ningsvärde 231 231

Utgående ackumulerat anska�ningsvärde

 
Ingående ackumulerad avskrivning -231 -231

Utgående ackumulerad avskrivning

 

Utgående restvärde enligt plan

 

NOT 13, ÖVRIGA FORDRINGAR 2022-12-31 2021-12-31

Ska�ekonto 23 22
Övriga fordringar 0 123
Summa 23 145
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

NOT 14, FÖRUTBETALDA KOSTNADER OCH UPPLUPNA INTÄKTER 2022-12-31 2021-12-31

Bredband 10 10
Försäkringspremier 119 111
Förvaltning 19 18
Kabel-TV 3 3
Städning 0 3
Tomträ� 73 73
Övriga förutbetalda kostnader och upplupna intäkter 8 7

Summa 232 224

 

NOT 15, SKULDER TILL KREDITINSTITUT Villkorsändringsdag
 

Räntesats
2022-12-31

Skuld
2022-
12-31

Skuld
2021-
12-31

Swedbank 2023-03-28 3,14 % 3 000 3 000
Swedbank 2025-12-22 2,83 % 3 000 3 000
Swedbank 2023-03-28 3,13 % 4 000 4 000
Swedbank 2023-02-28 2,89 % 2 000 2 000

Summa 12 000 12 000

Varav kor�ris�g del 9 000  

Enligt föreningens redovisningsprinciper, som anges i not 1, ska de delar av lånen som har
slutbetalningsdag inom e� år redovisas som kor�ris�ga �llsammans med den amortering
som planeras a� ske under nästa räkenskapsår.
Lån med slutbetalningsdag under 2023 omsä�s vid förfall.

  

 

NOT 16, UPPLUPNA KOSTNADER OCH FÖRUTBETALDA INTÄKTER 2022-12-31 2021-12-31

Beräknat revisionsarvode 15 15
El 19 12
Förutbetalda avgi�er/hyror 235 212
Löner 54 53
Sociala avgi�er 17 17
Uppvärmning 61 62
Utgi�sräntor 22 20
Va�en 19 16
Övriga upplupna kostnader och förutbetalda intäkter 10 11

Summa 452 417
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Brf Ingenjören 6
769615-3217

Årsredovisning 2022

NOT 17, STÄLLDA SÄKERHETER 2022-12-31 2021-12-31

Fas�ghetsinteckning 13 000 13 000

Summa 13 000 13 000

 

Underskrifter

____________________________,  ________  –  ____  –  ____
Ort och datum  

    
Ann-Chris�ne Hiljanen
Ledamot

 
Bita Eshraghi
Ledamot

 

    
Mia-Lena Gusterman
Tillförordnad Ordförande

 
Olivia Sjölinder
Ledamot

 

    
Ragnar Chris�an Persson Skare
Ledamot

 
Benjamin Negash
Ledamot

 

Vår revisionsberä�else har lämnats  ________  –  ____  –  ____

  
Rävisor AB
David Walman
Revisor
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VÄLKOMMEN TILL ÅRSREDOVISNINGEN FÖR BRF INGENJÖREN 6


Styrelsen upprä�ar härmed följande årsredovisning för räkenskapsåret 2022-01-01 - 2022-12-31.


INNEHÅLL: SIDA:


Förvaltningsberä�else 4
Resultaträkning 9
Balansräkning 10
Noter 12


Om inte annat särskilt anges redovisas alla belopp i tusental kronor (TSEK).
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KORT GUIDE TILL LÄSNING AV ÅRSREDOVISNINGEN


FÖRVALTNINGSBERÄTTELSE
Förvaltningsberä�elsen innehåller bland annat en allmän beskrivning av bostadsrä�sföreningen och
fas�gheten. Du hi�ar också styrelsens beskrivning med vik�g informa�on från det gångna räkenskapsåret samt
e� förslag på hur årets vinst eller förlust ska behandlas, som föreningsstämman beslutar om. En vik�g uppgi�
som ska framgå i förvaltningsberä�elsen är om bostadsrä�sföreningen är äkta eller oäkta e�ersom det senare
medför ska�ekonsekvenser för den som äger en bostadsrä�.


RESULTATRÄKNING
I resultaträkningen kan du se om föreningen har gå� med vinst eller förlust under räkenskapsåret. Du kan
också se var föreningens intäkter kommit ifrån, och vad som har kostat pengar. Avskrivningar innebär a� man
inte bokför hela kostnaden på en gång, utan fördelar den över en längre �dsperiod. Avskrivningar innebär
alltså inte något u�löde av pengar. Många nybildade föreningar gör stora undersko� i resultaträkningen varje
år vilket vanligtvis beror på a� avskrivningarna från köpet av fas�gheten är så höga.


BALANSRÄKNING
Balansräkningen är en spegling av föreningens ekonomiska ställning vid en viss �dpunkt. I en årsredovisning är
det all�d räkenskapsårets sista dag. I balansräkningen kan du se föreningens �llgångar, skulder och egna
kapital. I en bostadsrä�sförening består eget kapital o�ast av insatser (och ibland upplåtelseavgi�er),
underhållsfond och ackumulerade (”balanserade”) vinster eller förluster. I en balansräkning är all�d
�llgångarna exakt lika stora som summan av skulderna och det egna kapitalet. Det är det som är ”balansen” i
balansräkning.


NOTER
I vissa fall räcker inte informa�onen om de olika posterna i resultat- och balansräkningen �ll för a� förklara vad
si�rorna innebär. För a� du som läser årsredovisningen ska få mer informa�on �nns noter som är mer speci�ka
förklaringar �ll resultat- och balansräkning. Om det �nns en si�ra bredvid en rad i resultat- eller
balansräkningen betyder det a� det �nns en not för den posten. Här kan man �ll exempel få informa�on om
investeringar som gjorts under året och en mer detaljerad beskrivning över lånen, hur stora de är, vilken ränta
de har och när det är dags a� villkorsändra dem.


GILTIGHET
Årsredovisningen är styrelsens dokument. Föreningsstämman beslutar om a� fastställa Resultat- och
Balansräkningen, samt styrelsens förslag �ll resultatdisposi�on. I dessa delar gäller dokumentet e�er det a�
stämman fa�at beslut avseende de�a.
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FÖRENINGEN HAR REGISTRERATS HOS BOLAGSVERKET


SÄTE


ÄKTA FÖRENING


FASTIGHETEN


FÖRSÄKRING


STYRELSENS SAMMANSÄTTNING


Brf Ingenjören 6
769615-3217


Årsredovisning 2022


Förvaltningsberättelse


VERKSAMHETEN


ALLMÄNT OM VERKSAMHETEN
Föreningen har �ll ändamål a� främja medlemmars ekonomiska intressen genom a� i föreningens hus upplåta
bostadsrä�slägenheter under ny�janderä� och utan �dsbegränsning.


Föreningen registrerades 2006-10-27.


Föreningen har si� säte i Stockholm.


Föreningen är e� privatbostadsföretag enligt inkomstska�elagen (1999:1229) och utgör därmed en äkta
bostadsrä�sförening.


Fas�gheten innehar med tomträ� fas�gheten Ingenjören 6 på adressen Blekingegatan 12 i Stockholm.
Föreningen har 2 hyreslägenheter och 36 bostadsrä�er om totalt 2 250 kvm och 3 kommersiella lokaler om
300 kvm.


Fas�gheten är försäkrad hos If Skadeförsäkring AB.


Ville Niskala Ordförande *avgick 4 April 2023


Olivia Sjölinder Ledamot  


Mia-Lena Gusterman Ledamot
Tillförordnad fram �lls
årsmötet 2023


Benjamin Negash Ledamot  


Bita Eshraghi Ledamot  


Ragnar Chris�an
Skare


Ledamot  


4 







VALBEREDNING


FIRMATECKNING


REVISORER


SAMMANTRÄDEN OCH STYRELSEMÖTEN


UTFÖRDA HISTORISKA UNDERHÅLL


PLANERADE UNDERHÅLL


AVTAL MED LEVERANTÖRER


EKONOMI


Brf Ingenjören 6
769615-3217


Årsredovisning 2022


Ann-Chris�ne
Hiljanen


Ledamot  


Therese Nerlund Suppleant  


Joakim Fransson och Susanna Scherp


Firman tecknas av styrelsen


David Walman Revisor Rävisor AB


Ordinarie föreningsstämma hölls 2023-05-08. Styrelsen har under verksamhetsåret ha� 10 protokollförda
sammanträden.


2022 OVK åtgärder


2022 Dränering in�ll mur mellan fas�gheter
2022 Stamspolning 
2022 Filmning av liggande stammar
 


2023 Byte Grupp- och reglerven�ler vv+kv+vvc
2023 Byte Radiatorven�ler + termostater
2023 Byte/Relining Bo�enavlopp
2023 Målning av fönster


Ekonomisk förvaltning Nabo Group AB
Återvinning Veolia
Tekniskt underhåll Jensendri�
Väsentliga händelser under räkenskapsåret
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FÖRÄNDRINGAR I AVTAL


ÖVRIGA UPPGIFTER


Brf Ingenjören 6
769615-3217


Årsredovisning 2022


Fasta lån löpt ut och övergå� �ll rörlig ränta vilket har medfört betydligt högre räntekostnader på föreningens
lån. 


Högre kostnader för el och �ärrvärme. 


OVK har u�örts och åtgärdande av brister i ven�la�onssystemet slu�örts.


Dränering in�ll mur mellan fas�gheter har u�örts och avslutats. 


Filmning stammar har genomförts för a� underlä�a fram�da planerade åtgärder.


Stamspolning 


Ny tvä�maskin har införska�ats. 


Inga andra stora åtgärder eller investeringar har gjorts under året. 


Swedbank: 8803-9,285.625.144-8, 8803-9,285.670.317-4 lån som övergå� från fast �ll rörlig ränta.


Vi har infört ru�ner för mat och avfallshantering.


Brandskyddsåtgärder, bland annat utrymningsskyltar och handbrandsläckare har implementerats och är klart.  


MEDLEMSINFORMATION
Antalet medlemmar vid räkenskapsårets början var 52 st. Tillkommande medlemmar under året var 5 och
avgående medlemmar under året var 4. Vid räkenskapsårets slut fanns det 53 medlemmar i föreningen. Det
har under året ske� 2 överlåtelser.
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Årsredovisning 2022


FLERÅRSÖVERSIKT
 2022 2021 2020 2019
Ne�oomsä�ning 2 099 2 059 2 016 2 051
Resultat e�er �n. poster -480 -575 -22 -47
Soliditet, % 77 78 78 78
Y�re fond 1 363 1 467 1 391 1 363
Taxeringsvärde 103 958 76 290 76 290 76 290
Bostadsyta, kvm 2 251 2 251 2 251 2 251
Årsavgi� per kvm bostadsrä�syta, kr 647 647 647 647
Lån per kvm bostadsyta, kr 5 331 5 331 5 331 5 331
Genomsni�lig skuldränta, % 1,94 1,68 1,72 1,83
Belåningsgrad, % 21,35 21,26 21,18 21,10
 
Soliditet % de�nieras som: Justerat eget kapital / totalt kapital
Belåningsgrad % de�nieras som: fas�ghetslån / bokfört värde för byggnad och mark


FÖRÄNDRINGAR I EGET KAPITAL


2021-12-31
Disp av föreg


års resultat
Disp av


övriga poster 2022-12-31


Insatser 55 633 - - 55 633
Upplåtelseavgi�er 1 861 - - 1 861
Fond, y�re underhåll 1 467 - -104 1 363
Balanserat resultat -13 493 -575 104 -13 963
Årets resultat -575 575 -480 -480


Eget kapital 44 894 0 -480 44 413
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-14 444


-14 444


Brf Ingenjören 6
769615-3217


Årsredovisning 2022


RESULTATDISPOSITION
Till föreningsstämmans förfogande står följande medel:


Balanserat resultat -13 963
Årets resultat -480


Totalt


 
Styrelsen föreslår a� medlen disponeras enligt
följande


Reservering fond för y�re underhåll 104
A� från y�re fond i anspråk ta -187
Balanseras i ny räkning -14 360


 


Föreningens ekonomiska ställning i övrigt framgår av följande resultat- och balansräkning samt noter.
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Resultaträkning
 Not


2022-01-01 -
2022-12-31


2021-01-01 -
2021-12-31


RÖRELSEINTÄKTER 2   


Ne�oomsä�ning  2 099 2 059
Rörelseintäkter  1 1


Summa rörelseintäkter 2 100 2 061


RÖRELSEKOSTNADER    


Dri�skostnader 3-7 -1 956 -2 014
Övriga externa kostnader 8 -103 -114
Personalkostnader 9 -72 -90
Avskrivningar av materiella anläggnings�llgångar  -216 -216


Summa rörelsekostnader -2 348 -2 435


RÖRELSERESULTAT -248 -374


FINANSIELLA POSTER    
Ränteintäkter och liknande resultatposter  1 0
Räntekostnader och liknande resultatposter 10 -233 -201


Summa �nansiella poster -232 -201


RESULTAT EFTER FINANSIELLA POSTER -480 -575


ÅRETS RESULTAT -480 -575
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Årsredovisning 2022


Balansräkning
 Not 2022-12-31 2021-12-31


TILLGÅNGAR  


ANLÄGGNINGSTILLGÅNGAR    


Materiella anläggnings�llgångar    
Byggnad och mark 11 56 218 56 435


Summa materiella anläggnings�llgångar 56 218 56 435


SUMMA ANLÄGGNINGSTILLGÅNGAR 56 218 56 435


OMSÄTTNINGSTILLGÅNGAR    


Kor�ris�ga fordringar    


Kund- och avgi�sfordringar  -4 18
Övriga fordringar 13 23 145
Förutbetalda kostnader och upplupna intäkter 14 232 224


Summa kor�ris�ga fordringar 251 387


Kassa och bank    
Kassa och bank  847 1 019


Summa kassa och bank 847 1 019


SUMMA OMSÄTTNINGSTILLGÅNGAR 1 098 1 406


SUMMA TILLGÅNGAR 57 316 57 841
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Balansräkning
 Not 2022-12-31 2021-12-31


EGET KAPITAL OCH SKULDER  


EGET KAPITAL    


Bundet eget kapital    
Medlemsinsatser  57 494 57 494
Fond för y�re underhåll  1 363 1 467


Summa bundet eget kapital 58 857 58 961


Fri� eget kapital    
Balanserat resultat  -13 963 -13 493
Årets resultat  -480 -575


Summa fri� eget kapital -14 444 -14 068


SUMMA EGET KAPITAL 44 413 44 894


Avsä�ningar    
Avsä�ningar  177 160


Summa avsä�ningar 177 160


Långfris�ga skulder    
Skulder �ll kredi�ns�tut 15 3 000 3 000
Övriga långfris�ga skulder  116 116


Summa långfris�ga skulder 3 116 3 116


Kor�ris�ga skulder    
Skulder �ll kredi�ns�tut  9 000 9 000
Leverantörsskulder  108 225
Ska�eskulder  23 6
Övriga kor�ris�ga skulder  27 22
Upplupna kostnader och förutbetalda intäkter 16 452 417


Summa kor�ris�ga skulder 9 610 9 671


SUMMA EGET KAPITAL OCH SKULDER 57 316 57 841


11 







Brf Ingenjören 6
769615-3217


Årsredovisning 2022


Noter


NOT 1, REDOVISNINGS- OCH VÄRDERINGSPRINCIPER


Årsredovisningen för Brf Ingenjören 6 har upprä�ats enligt Årsredovisningslagen och Bokföringsnämndens
allmänna råd 2016:10 (K2), årsredovisning i mindre företag.


Redovisning av intäkter
Intäkter bokförs i den period de avser oavse� när betalning eller avisering ske�.


Anläggnings�llgångar
Materiella anläggnings�llgångar redovisas �ll anska�ningsvärde minskat med avskrivningar. Byggnader och
inventarier skrivs av linjärt över den bedömda ekonomiska livslängden. Avskrivnings�den grundar sig på
bedömd ekonomisk livslängd av �llgången.


Följande avskrivnings�der �llämpas:


Byggnad 0,75 %
Fas�ghetsförbä�ringar 2-6,67 %


Markvärdet är inte föremål för avskrivning. Bestående värdenedgång hanteras genom nedskrivning.
Föreningens �nansiella anläggnings�llgångar värderas �ll anska�ningsvärde. I de fall �llgången på balansdagen
har e� lägre värde än anska�ningsvärdet sker nedskrivning �ll det lägre värdet.


Omsä�nings�llgångar
Fordringar upptas �ll det belopp som e�er individuell prövning beräknas bli betalt.


Föreningens fond för y�re underhåll
Reservering �ll föreningens fond för y�re underhåll ingår i styrelsens förslag �ll resultatdisposi�on. E�er a�
beslut tagits på föreningsstämma sker överföring från balanserat resultat �ll fond för y�re underhåll och
redovisas som bundet eget kapital.


Fas�ghetsavgi� och fas�ghetsska�
Fas�ghetsavgi�en på bostadsdelen består av en avgi� på 1 519 SEK per lägenhet.
Fas�ghetsska�en utgår med 1 % av gällande taxeringsvärde på lokaler.


Fas�ghetslån
Lån med en bindnings�d på e� år eller mindre tas i årsredovisningen upp som kor�ris�ga skulder.


NOT 2, RÖRELSEINTÄKTER 2022 2021


Hyresintäkter, bostäder 124 123
Hyresintäkter, lokaler 493 469
Intäktsreduk�on 0 -15
Årsavgi�er, bostäder 1 398 1 398
Övriga intäkter 85 86


Summa 2 100 2 061
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NOT 3, FASTIGHETSSKÖTSEL 2022 2021


Besiktning och service 32 68
Fas�ghetsskötsel 102 166
Snösko�ning 22 1
Städning 63 51
Trädgårdsarbete 0 3
Övrigt 57 24


Summa 276 313


 


NOT 4, REPARATIONER 2022 2021


Bostäder 11 20
Repara�oner 203 51
Tvä�stuga 3 0
Ven�la�on 3 127
Övrigt plan. UH 11 0


Summa 231 198


 


NOT 5, PLANERADE UNDERHÅLL 2022 2021


OVK 114 0
Stamspolning och �lmning 49 0
Par�ella stambyten då medlem bygger om badrum 0 18
Ny� passersystem 0 277
Summa 163 295


 


NOT 6, TAXEBUNDNA KOSTNADER 2022 2021


Fas�ghetsel 143 92
Sophämtning 71 62
Uppvärmning 387 394
Va�en 70 65


Summa 670 613
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NOT 7, ÖVRIGA DRIFTSKOSTNADER 2022 2021


Bredband 93 93
Fas�ghetsförsäkringar 124 120
Fas�ghetsska� 97 78
Kabel-TV 11 10
Tomträ�savgälder 292 292
Summa 616 594


 


NOT 8, ÖVRIGA EXTERNA KOSTNADER 2022 2021


Förbrukningsmaterial 3 1
Juridiska kostnader 13 19
Kameral förvaltning 54 52
Revisionsarvoden 15 18
Övriga förvaltningskostnader 19 24
Summa 103 114


 


NOT 9, PERSONALKOSTNADER 2022 2021


Arbetsgivaravg. för sem- och löneskuld 0 4
Sociala avgi�er 17 17
Styrelsearvoden 54 68
Övriga personalkostnader 1 1


Summa 72 90


 


NOT 10, RÄNTEKOSTNADER OCH LIKNANDE RESULTATPOSTER 2022 2021


Räntekostnader avseende skulder �ll kredi�ns�tut 233 201


Summa 233 201
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59 449 59 449


-3 231 -3 015


56 218 56 435


231 231


-231 -231


0 0
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NOT 11, BYGGNAD OCH MARK 2022-12-31 2021-12-31


 
Ingående ackumulerat anska�ningsvärde 59 449 59 449


Utgående ackumulerat anska�ningsvärde


 
Ingående ackumulerad avskrivning -3 015 -2 798
Årets avskrivning -216 -216


Utgående ackumulerad avskrivning


 


Utgående restvärde enligt plan


I utgående restvärde ingår mark med 31 128 31 128
 
Taxeringsvärde


Taxeringsvärde byggnad 32 570 28 850
Taxeringsvärde mark 71 388 47 440
Summa 103 958 76 290


 


NOT 12, MASKINER OCH INVENTARIER 2022-12-31 2021-12-31


 
Ingående ackumulerat anska�ningsvärde 231 231


Utgående ackumulerat anska�ningsvärde


 
Ingående ackumulerad avskrivning -231 -231


Utgående ackumulerad avskrivning


 


Utgående restvärde enligt plan


 


NOT 13, ÖVRIGA FORDRINGAR 2022-12-31 2021-12-31


Ska�ekonto 23 22
Övriga fordringar 0 123
Summa 23 145
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NOT 14, FÖRUTBETALDA KOSTNADER OCH UPPLUPNA INTÄKTER 2022-12-31 2021-12-31


Bredband 10 10
Försäkringspremier 119 111
Förvaltning 19 18
Kabel-TV 3 3
Städning 0 3
Tomträ� 73 73
Övriga förutbetalda kostnader och upplupna intäkter 8 7


Summa 232 224


 


NOT 15, SKULDER TILL KREDITINSTITUT Villkorsändringsdag
 


Räntesats
2022-12-31


Skuld
2022-
12-31


Skuld
2021-
12-31


Swedbank 2023-03-28 3,14 % 3 000 3 000
Swedbank 2025-12-22 2,83 % 3 000 3 000
Swedbank 2023-03-28 3,13 % 4 000 4 000
Swedbank 2023-02-28 2,89 % 2 000 2 000


Summa 12 000 12 000


Varav kor�ris�g del 9 000  


Enligt föreningens redovisningsprinciper, som anges i not 1, ska de delar av lånen som har
slutbetalningsdag inom e� år redovisas som kor�ris�ga �llsammans med den amortering
som planeras a� ske under nästa räkenskapsår.
Lån med slutbetalningsdag under 2023 omsä�s vid förfall.


  


 


NOT 16, UPPLUPNA KOSTNADER OCH FÖRUTBETALDA INTÄKTER 2022-12-31 2021-12-31


Beräknat revisionsarvode 15 15
El 19 12
Förutbetalda avgi�er/hyror 235 212
Löner 54 53
Sociala avgi�er 17 17
Uppvärmning 61 62
Utgi�sräntor 22 20
Va�en 19 16
Övriga upplupna kostnader och förutbetalda intäkter 10 11


Summa 452 417
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Brf Ingenjören 6
769615-3217


Årsredovisning 2022


NOT 17, STÄLLDA SÄKERHETER 2022-12-31 2021-12-31


Fas�ghetsinteckning 13 000 13 000


Summa 13 000 13 000


 


Underskrifter


____________________________,  ________  –  ____  –  ____
Ort och datum  


    
Ann-Chris�ne Hiljanen
Ledamot


 
Bita Eshraghi
Ledamot


 


    
Mia-Lena Gusterman
Tillförordnad Ordförande


 
Olivia Sjölinder
Ledamot


 


    
Ragnar Chris�an Persson Skare
Ledamot


 
Benjamin Negash
Ledamot


 


Vår revisionsberä�else har lämnats  ________  –  ____  –  ____


  
Rävisor AB
David Walman
Revisor
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[ {
  "agreementId" : "24ab4160-e0e1-11ed-ad3b-b7ead71b0a26",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "-8605227162023_04_22_07_41_32.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "558855",
    "fileHash" : "6d79f2730df7dcfb1f0e973ca25f4aa61357f8a04a0473f81ed4cd74fa7d022d",
    "fileId" : "24b2e280-e0e1-11ed-9079-8734da61f479"
  } ],
  "signees" : [ {
    "personName" : "Mia-Lena Gusterman",
    "personNr" : "6604220126",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Gusterman",
    "orgNr" : "7696153217",
    "personGivenName" : "Mia-Lena",
    "email" : "mgusterman@hotmail.com"
  }, {
    "personName" : "Ann-Christine Hiljanen",
    "personNr" : "6108130144",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Hiljanen",
    "orgNr" : "7696153217",
    "personGivenName" : "Ann-Christine",
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "personName" : "Benjamin Binyam Negash",
    "personNr" : "8007040473",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Negash",
    "orgNr" : "7696153217",
    "personGivenName" : "Benjamin Binyam",
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "personName" : "Ragnar Christian Skare",
    "personNr" : "8905110816",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Skare",
    "orgNr" : "7696153217",
    "personGivenName" : "Ragnar Christian",
    "email" : "ragnarps@gmail.com"
  }, {
    "personName" : "Olivia Elin Sjölinder",
    "personNr" : "9109080649",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Sjölinder",
    "orgNr" : "7696153217",
    "personGivenName" : "Olivia Elin",
    "email" : "olivia.sjolinder@gmail.com"
  }, {
    "personName" : "Bita Eshraghi",
    "personNr" : "8309190620",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Eshraghi",
    "orgNr" : "7696153217",
    "personGivenName" : "Bita",
    "email" : "bita83@hotmail.com"
  } ],
  "time" : "2023-04-22T09:41:51.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "2574d2f0-e0e1-11ed-8541-23bb316e5b1d"
}, {
  "id" : "2f1608b0-e0e1-11ed-8541-23bb316e5b1d",
  "time" : "2023-04-22T09:42:08.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "mgusterman@hotmail.com"
  }, {
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "olivia.sjolinder@gmail.com"
  }, {
    "email" : "bita83@hotmail.com"
  } ]
}, {
  "id" : "42dd3490-e0e1-11ed-aa75-732fdf0e9b74",
  "time" : "2023-04-22T09:42:41.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.243.97"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bita Eshraghi",
    "personNr" : "8309190620",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Eshraghi",
    "orgNr" : "7696153217",
    "personGivenName" : "Bita",
    "email" : "bita83@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Bita Eshraghi",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Eshraghi",
    "orgNr" : "7696153217",
    "personGivenName" : "Bita",
    "email" : "bita83@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198309190620",
    "personSurname" : "ESHRAGHI",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAyNGFiNDE2MC1lMGUxLTExZWQtYWQzYi1iN2VhZDcxYjBhMjYKRGF0dW06IDIwMjMtMDQtMjIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "444b91a0-e0e1-11ed-b0d7-23717a4ac743",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTg2MDUyMjcxNjIwMjNfMDRfMjJfMDdfNDFfMzIucGRmIgo2ZDc5IGYyNzMgMGRmNyBkY2ZiIDFmMGUgOTczYyBhMjVmIDRhYTYgMTM1NyBmOGEwIDRhMDQgNzNmOCAxZWQ0IGNkNzQgZmE3ZCAwMjJkCi0tLS0tLS0tLS0=",
    "personGivenName" : "BITA",
    "startDate" : "2023-04-22T07:42:43.908+0000",
    "transactionId" : "9a6671fe3f92f3411a96280afcef1c9f"
  },
  "time" : "2023-04-22T09:42:59.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.243.97"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "4d780c90-e0e1-11ed-8257-b167d8fabba0"
}, {
  "id" : "4fd1b400-e0e1-11ed-8257-b167d8fabba0",
  "time" : "2023-04-22T09:43:02.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "mgusterman@hotmail.com"
  }, {
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "olivia.sjolinder@gmail.com"
  } ]
}, {
  "id" : "fa8ddd80-e0e4-11ed-a357-3721585ef3e0",
  "time" : "2023-04-22T10:09:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.241.225"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Mia-Lena Gusterman",
    "personNr" : "6604220126",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Gusterman",
    "orgNr" : "7696153217",
    "personGivenName" : "Mia-Lena",
    "email" : "mgusterman@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Mia-Lena Gusterman",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Gusterman",
    "orgNr" : "7696153217",
    "personGivenName" : "Mia-Lena",
    "email" : "mgusterman@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196604220126",
    "personSurname" : "Gusterman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAyNGFiNDE2MC1lMGUxLTExZWQtYWQzYi1iN2VhZDcxYjBhMjYKRGF0dW06IDIwMjMtMDQtMjIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "05015760-e0e5-11ed-9997-dd519f35a4c5",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTg2MDUyMjcxNjIwMjNfMDRfMjJfMDdfNDFfMzIucGRmIgo2ZDc5IGYyNzMgMGRmNyBkY2ZiIDFmMGUgOTczYyBhMjVmIDRhYTYgMTM1NyBmOGEwIDRhMDQgNzNmOCAxZWQ0IGNkNzQgZmE3ZCAwMjJkCi0tLS0tLS0tLS0=",
    "personGivenName" : "Mia-Lena",
    "startDate" : "2023-04-22T08:09:35.778+0000",
    "transactionId" : "d4aba9e30abcd9b3ac73d460268137d0"
  },
  "time" : "2023-04-22T10:09:46.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.241.225"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "0bde15f0-e0e5-11ed-8b8d-83ac961bce7e"
}, {
  "id" : "0e2dd250-e0e5-11ed-8b8d-83ac961bce7e",
  "time" : "2023-04-22T10:09:50.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "olivia.sjolinder@gmail.com"
  }, {
    "email" : "bita83@hotmail.com"
  } ]
}, {
  "id" : "5ca0f400-e0e8-11ed-9997-dd519f35a4c5",
  "time" : "2023-04-22T10:33:30.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.241.15"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Olivia Elin Sjölinder",
    "personNr" : "9109080649",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Sjölinder",
    "orgNr" : "7696153217",
    "personGivenName" : "Olivia Elin",
    "email" : "olivia.sjolinder@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Olivia Elin Sjölinder",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Sjölinder",
    "orgNr" : "7696153217",
    "personGivenName" : "Olivia Elin",
    "email" : "olivia.sjolinder@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199109080649",
    "personSurname" : "Sjölinder",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAyNGFiNDE2MC1lMGUxLTExZWQtYWQzYi1iN2VhZDcxYjBhMjYKRGF0dW06IDIwMjMtMDQtMjIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5e1125d0-e0e8-11ed-8b8d-83ac961bce7e",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTg2MDUyMjcxNjIwMjNfMDRfMjJfMDdfNDFfMzIucGRmIgo2ZDc5IGYyNzMgMGRmNyBkY2ZiIDFmMGUgOTczYyBhMjVmIDRhYTYgMTM1NyBmOGEwIDRhMDQgNzNmOCAxZWQ0IGNkNzQgZmE3ZCAwMjJkCi0tLS0tLS0tLS0=",
    "personGivenName" : "Olivia Elin",
    "startDate" : "2023-04-22T08:33:34.449+0000",
    "transactionId" : "4461add523e2cc05d984163ebf675070"
  },
  "time" : "2023-04-22T10:33:46.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.241.15"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "65d473d0-e0e8-11ed-b0d7-23717a4ac743"
}, {
  "id" : "6807f5a0-e0e8-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-22T10:33:50.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "mgusterman@hotmail.com"
  }, {
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "bita83@hotmail.com"
  } ]
}, {
  "id" : "ab5a74e0-e0e8-11ed-9997-dd519f35a4c5",
  "time" : "2023-04-22T10:35:43.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.67.239.183"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ann-Christine Hiljanen",
    "personNr" : "6108130144",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Hiljanen",
    "orgNr" : "7696153217",
    "personGivenName" : "Ann-Christine",
    "email" : "annechristinehiljanen@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ann-Christine Hiljanen",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Hiljanen",
    "orgNr" : "7696153217",
    "personGivenName" : "Ann-Christine",
    "email" : "annechristinehiljanen@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196108130144",
    "personSurname" : "HILJANEN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAyNGFiNDE2MC1lMGUxLTExZWQtYWQzYi1iN2VhZDcxYjBhMjYKRGF0dW06IDIwMjMtMDQtMjIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b02da7d0-e0e8-11ed-aa75-732fdf0e9b74",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTg2MDUyMjcxNjIwMjNfMDRfMjJfMDdfNDFfMzIucGRmIgo2ZDc5IGYyNzMgMGRmNyBkY2ZiIDFmMGUgOTczYyBhMjVmIDRhYTYgMTM1NyBmOGEwIDRhMDQgNzNmOCAxZWQ0IGNkNzQgZmE3ZCAwMjJkCi0tLS0tLS0tLS0=",
    "personGivenName" : "ANN-CHRISTINE",
    "startDate" : "2023-04-22T08:35:51.412+0000",
    "transactionId" : "471afc2071935936e48edeac4bb74213"
  },
  "time" : "2023-04-22T10:36:04.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.67.239.183"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b7dd1fb0-e0e8-11ed-b0d7-23717a4ac743"
}, {
  "id" : "ba47de20-e0e8-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-22T10:36:08.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "mgusterman@hotmail.com"
  }, {
    "email" : "Benjamin.Negash@medtronic.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "olivia.sjolinder@gmail.com"
  }, {
    "email" : "bita83@hotmail.com"
  } ]
}, {
  "id" : "84ebc880-e0e9-11ed-a357-3721585ef3e0",
  "time" : "2023-04-22T10:41:48.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.242.176"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Benjamin Binyam Negash",
    "personNr" : "8007040473",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Negash",
    "orgNr" : "7696153217",
    "personGivenName" : "Benjamin Binyam",
    "email" : "Benjamin.Negash@medtronic.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Benjamin Binyam Negash",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Negash",
    "orgNr" : "7696153217",
    "personGivenName" : "Benjamin Binyam",
    "email" : "Benjamin.Negash@medtronic.com"
  },
  "signingMetadata" : {
    "personNr" : "198007040473",
    "personSurname" : "Negash",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAyNGFiNDE2MC1lMGUxLTExZWQtYWQzYi1iN2VhZDcxYjBhMjYKRGF0dW06IDIwMjMtMDQtMjIKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "88d20360-e0e9-11ed-8257-b167d8fabba0",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTg2MDUyMjcxNjIwMjNfMDRfMjJfMDdfNDFfMzIucGRmIgo2ZDc5IGYyNzMgMGRmNyBkY2ZiIDFmMGUgOTczYyBhMjVmIDRhYTYgMTM1NyBmOGEwIDRhMDQgNzNmOCAxZWQ0IGNkNzQgZmE3ZCAwMjJkCi0tLS0tLS0tLS0=",
    "personGivenName" : "Benjamin Binyam",
    "startDate" : "2023-04-22T08:41:54.915+0000",
    "transactionId" : "e75f026c98cd7bb3cc338d61def3a8dc"
  },
  "time" : "2023-04-22T10:42:07.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.255.242.176"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "904b5010-e0e9-11ed-a357-3721585ef3e0"
}, {
  "id" : "92bf8460-e0e9-11ed-a357-3721585ef3e0",
  "time" : "2023-04-22T10:42:11.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "mgusterman@hotmail.com"
  }, {
    "email" : "annechristinehiljanen@hotmail.com"
  }, {
    "email" : "ragnarps@gmail.com"
  }, {
    "email" : "olivia.sjolinder@gmail.com"
  }, {
    "email" : "bita83@hotmail.com"
  } ]
}, {
  "id" : "6d939ac0-e0f6-11ed-8b8d-83ac961bce7e",
  "time" : "2023-04-22T12:14:12.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.127.199.10"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ragnar Christian Skare",
    "personNr" : "8905110816",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Skare",
    "orgNr" : "7696153217",
    "personGivenName" : "Ragnar Christian",
    "email" : "ragnarps@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ragnar Christian Skare",
    "orgName" : "Bostadsrättsföreningen Ingenjören 6",
    "personSurname" : "Skare",
    "orgNr" : "7696153217",
    "personGivenName" : "Ragnar Christian",
    "email" : "ragnarps@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198905110816",
    "personSurname" : "Skare",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIiAKSUQ6IDI0YWI0MTYwLWUwZTEtMTFlZC1hZDNiLWI3ZWFkNzFiMGEyNgpEYXRlOiAyMi8wNC8yMDIzCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "7e16e640-e0f6-11ed-aa75-732fdf0e9b74",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIi04NjA1MjI3MTYyMDIzXzA0XzIyXzA3XzQxXzMyLnBkZiIKNmQ3OSBmMjczIDBkZjcgZGNmYiAxZjBlIDk3M2MgYTI1ZiA0YWE2IDEzNTcgZjhhMCA0YTA0IDczZjggMWVkNCBjZDc0IGZhN2QgMDIyZAotLS0tLS0tLS0t",
    "personGivenName" : "Ragnar Christian",
    "startDate" : "2023-04-22T10:14:40.464+0000",
    "transactionId" : "99e743288ca6d3093493d2915f43d40c"
  },
  "time" : "2023-04-22T12:14:57.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.127.199.10"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "88478ac0-e0f6-11ed-a357-3721585ef3e0"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


4



https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.16 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.
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Parameter name Parameter value example Description


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be


stored as a part of SignMetadata.


For non-advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the TBS from SignMetadata.
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Output type How to validate


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.
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Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
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    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
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    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date
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Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced
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Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended


Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced
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Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based


email service.
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• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide


advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.


Example
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.
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It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
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Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.
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• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.
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• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.
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Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:
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• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)
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◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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