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Valkommen till arsredovisningen for Brf Isbrytaren 22

Styrelsen upprattar harmed féljande arsredovisning for rakenskapsaret 2024-01-01 - 2024-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).
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Kort guide till Iasning av arsredovisningen

Forvaltningsberattelse

Forvaltningsberattelsen innehaller bland annat en allmén beskrivning av bostadsrattsféreningen och fastigheten. Du hittar ocksa
styrelsens beskrivning med viktig information fran det gangna rakenskapsaret samt ett férslag pa hur arets vinst eller forlust ska
behandlas, som féreningsstamman beslutar om. En viktig uppgift som ska framga i forvaltningsberattelsen &r om
bostadsrattsforeningen ar dkta eller oakta eftersom det senare medfor skattekonsekvenser for den som ager en bostadsratt.

Resultatrakning

| resultatrékningen kan du se om féreningen har gatt med vinst eller forlust under rakenskapsaret. Du kan ocksa se var foreningens
intdkter kommit ifrdn, och vad som har kostat pengar. Avskrivningar innebdr att man inte bokfor hela kostnaden pa en gang, utan
fordelar den Gver en langre tidsperiod. Avskrivningar innebar alltsa inte ndgot utfléde av pengar. Manga nybildade féreningar gor
stora underskott i resultatrakningen varje ar vilket vanligtvis beror pa att avskrivningarna fran kopet av fastigheten ar sa hoga.

Balansrakning

Balansrakningen ar en spegling av foreningens ekonomiska stéllning vid en viss tidpunkt. | en arsredovisning ar det alltid
rakenskapsarets sista dag. | balansrdkningen kan du se foreningens tillgangar, skulder och egna kapital. | en bostadsrattsférening
bestar eget kapital oftast av insatser (och ibland upplatelseavgifter), underhallsfond och ackumulerade ("balanserade") vinster eller
forluster. | en balansrakning ar alltid tillgangarna exakt lika stora som summan av skulderna och det egna kapitalet. Det &r det som

ar "balansen" i balansrakning.

Kassaflodesanalys

Kassaflodet ar bostadsrattsféreningens in- och utbetalningar under en viss period. Manga ganger sager kassaflodesanalysen mer dn
resultatrakningen. Har kan man utldsa hur mycket foreningens likviditet (pengar i kassan) har 6kat eller minskat under aret, och vilka
delar av verksamheten pengarna kommer ifran/har gatt till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrakningen till for att forklara vad siffrorna innebar. For
att du som laser arsredovisningen ska fa mer information finns noter som ar mer specifika férklaringar till resultat- och
balansrakning. Om det finns en siffra bredvid en rad i resultat- eller balansrakningen betyder det att det finns en not for den posten.
Har kan man till exempel fa information om investeringar som gjorts under aret och en mer detaljerad beskrivning éver lanen, hur

stora de ar, vilken rdnta de har och nér det ar dags att villkorsandra dem.

Giltighet

Arsredovisningen ar styrelsens dokument. Féreningsstimman beslutar om att faststilla Resultat- och Balansrikningen, samt
styrelsens forslag till resultatdisposition. | dessa delar géller dokumentet efter det att stamman fattat beslut avseende detta.
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Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

Foreningen har till andamal att framja medlemmars ekonomiska intressen genom att i féreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning.

Foreningen har sitt sate i Stockholm.

Registreringsdatum

Bostadsrattsforeningen registrerades 1986-04-30. Stadgar registrerades 2016-02-15 hos Bolagsverket.

Akta forening

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en dkta bostadsrattsférening.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Forvarv  Kommun
Stockholm Isbrytaren 22 1986 Stockholm

Marken innehas med dganderatt.
Fastigheten ar forsakrad hos Lansférsakringar Stockholm.

| forsakringen ingar ansvarsforsakring for styrelsen.

Byggnadsar och ytor
Vardearet ar 1940.

Foreningen har 18 bostadsratter om totalt 1 432 kvm och 2 lokaler om 123 kvm. Byggnadernas totalyta dr 1555 kvm.

Styrelsens sammansattning
Katarina Rilcker Ordférande
Agneta Scharp Styrelseledamot
Johannes Backlund Styrelseledamot
Ola Salemyr Styrelseledamot
Valberedning

Carin Johansson

Anders Scharp

Firmateckning

Firman tecknas av styrelsen tva i férening

Revisorer

Anna Holmlund Revisor

Sammantraden och styrelseméten

Ordinarie foreningsstamma holls 2024-06-18.
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Styrelsen h

ar under verksamhetsaret haft 6 protokollforda sammantraden.

Teknisk status

Foreningen
Utforda hi
2024 o
2023 o
2022 o
2021 e
2020 o
2019 e

har ingen aktuell underhallsplan.

storiska underhall

Byte av ventiler och termostater pa samtliga radiatorer i féreningen

Ventilationsforbattrande atgarder samt injustering av varme

OVK-kontroll samt forbattringsarbeten i tvattstugan

Renovering (relining) av avloppsstammar ut till kommunalt avlopp

Underhallsmalning av ytterdérrar, cykelrum och soprum. Sanering av klotter

Rensning och spolning av avloppsstammar

Planerade underhall

2025 o

Renovering av fénster och balkongdérrar.

Spolning av avloppsstammar

Avtal med leverantorer

Avfallshantering PreZero Recycling AB

Bredbandstjanst Telenor AB

Ekonomisk forvaltning Ekonomisk Forvaltning i Uppsala (NABO)
Elnat Ellevio AB

Fastighetsforsakring Lansforsakringar Stockholm

Fjarrvarme Stockholm Exergi AB

Kabel-TV Tele2 Sverige AB

Vatten och avlopp Stockholm Vatten AB

Ovrig verksamhetsinformation

Medlemsinformation

Arsredovisning 2024

Antalet medlemmar i féreningen vid rakenskapsarets borjan var 25 och vid dess slut 25 medlemmar. Tillkommande och avgaende

medlemmar var under aret var 5 respektive 4. Det har under aret skett 3 6verlatelser.

Vasentliga handelser under rakenskapsaret

Ekonomi

Arsavgifterna hojdes med 10% fran och med 1 januari 2024. Orsaken till héjningen var att ticka okade driftskostnader och

rantekostnader.

Foreningen redovisar en vinst efter finansiella poster pa +19.723 kr for 2024 jamfoért med ett underskott pa -68.080 kr fér 2023.

Resultatet for 2024, exklusive ej kassaflodespaverkande avskrivningar, uppgick till +120.637 kr.

Under 2024 har féreningen investerat 252 tkr i fastighetsforbattrande atgarder genom byte av ventiler och termostater pa samtliga
radiatorer i foreningen. Atgirden genomfordes for att astadkomma ett battre och jamnare inomhusklimat i foreningens samtliga
lagenheter. Darutover har 53 tkr kostnadsforts i I6pande underhall av fastigheten.
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Foreningen har en stabil finansiell stélining med god likviditet, 1ag skuldsattning och |ag arsavgift per kvm bostadsratt vilket framgar
av Flerarsoversikten i tabellen nedan.

Enligt styrelsens beslut justerades arsavgifterna 2024-01-01 med 10%.

Forandringar i avtal

I mars 2024 ingick foéreningen nytt 3-arigt hyresavtal for var mindre hyreslokal vilket medfért 6kade hyresintakter. Hyresavtalen for
foreningens bada hyreslokaler har indexklausuler vilket innebar att hyrorna indexuppréknas arligen.
Ovriga uppgifter

Reservering till féreningens fond for yttre underhall gors, i enlighet med foreningens stadgar, med 0,3% av fastighetens
taxeringsvarde.

Medlemsinformation

Antalet medlemmar vid rékenskapsarets borjan var 25 st. Tillkommande medlemmar under aret var 3 och avgaende medlemmar
under aret var 2. Vid rakenskapsarets slut fanns det 26 medlemmar i féreningen. Det har under aret skett 4 6verlatelser.
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Flerarsoversikt

NYCKELTAL 2024 2023 2022 2021
Nettoomsattning 1180225 1018108 881 088 867 288
Resultat efter fin. poster 19723 -68 080 -104 136 -76 135
Soliditet (%) 56 57 57 53
Yttre fond 941 069 910 280 714 167 714 167
Taxeringsvdrde 65371 000 65 371 000 65371 000 57 291 000
Arsavgift per kvm upplaten bostadsratt, kr 576 518 453 453
/°-\rsavgifternas andel av totala rorelseintakter (%) 69,9 72,9 73,6 74,8
Skuldsattning per kvm upplaten bostadsratt, kr 2322 2322 2322 2322
Skuldsattning per kvm totalyta, kr 2138 2138 2138 2138
Sparande per kvm totalyta, kr 78 21 -8 0
Elkostnad per kvm totalyta, kr 37 36 34 22
Varmekostnad per kvm totalyta, kr 196 183 163 172
Vattenkostnad per kvm totalyta, kr 27 21 17 16
Energikostnad per kvm totalyta, kr 259 240 214 211
Genomsnittlig skuldrénta (%) 4,95 3,92 1,99 1,17
Rantekanslighet (%) 4,03 4,48 5,13 5,13

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av féreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.
Nyckeltalet visar hur hogt belanad féreningen ar per kvadratmeter. Nyckeltalet anvdnds for att bedéma majlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter foreningens intdkter genererar som kan anvéndas till framtida underhall.
Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + virme) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.
Kostnader for medlemmarnas elférbrukning ingar inte i arsavgiften.

Rantekénslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hojas for att bibehalla kassaflédet om den genomsnittliga skuldrantan 6kar med

1 procentenhet.
Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsratt och som definieras som &rsavgift enligt

bostadsrattslagen.
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Forandringar i eget kapital

DISPONERING AV

Arsredovisning 2024

FOREGAENDE ARS DISPONERING AV
2023-12-31 RESULTAT OVRIGA POSTER 2024-12-31
Insatser 4 250 000 - - 4 250 000
Upplatelseavgifter 6 404 976 - - 6 404 976
Fond, yttre underhall 910 280 - 30789 941 069
Balanserat resultat -6 652 976 -68 080 -205 789 -6 926 845
Arets resultat -68 080 68 080 19723 19723
Eget kapital 4 844 200 0 -155 277 4 688 923
Resultatdisposition
Till féreningsstammans forfogande star foljande medel:
Balanserat resultat -6 926 845
Arets resultat 19 723
Totalt -6 907 121
Styrelsen foreslar att medlen disponeras enligt féljande:
Reservering fond for yttre underhall 196 113
Balanseras i ny rakning -7 103 234
-6 907 121

Den ekonomiska stallningen i 6vrigt framgar av foljande resultat- och balansrakning samt kassaflédesanalys med tillhérande noter.
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Resultatrakning

Arsredovisning 2024

1 JANUARI - 31 DECEMBER NOT 2024 2023
Rorelseintakter

Nettoomsattning 2 1180 225 1018108
Ovriga rérelseintakter -1 -1
Summa rorelseintakter 1180224 1018 107
Rorelsekostnader

Driftskostnader 3,4 -762 256 -743 575
Ovriga externa kostnader -79 054 -77 308
Personalkostnader -73 699 -51 144
Avskrivningar av materiella anldggningstillgangar -100914 -91 632
Summa rorelsekostnader -1015923 -963 659
RORELSERESULTAT 164 302 54 448
Finansiella poster

Ranteintakter och liknande resultatposter 20 152 7 858
Rantekostnader och liknande resultatposter -164 730 -130 385
Summa finansiella poster -144 578 -122 527
RESULTAT EFTER FINANSIELLA POSTER 19723 -68 080
ARETS RESULTAT 19723 -68 080

Sida 7 av 16



ID:503e6d90-3f1f-11f0-90f8-b9a73f1c65e2 Status: Signerat av alla

\
)/

e

Brf Isbrytaren 22
716411-7298

Balansrakning

Arsredovisning 2024

TILLGANGAR NOT 2024-12-31 2023-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 7561134 7 404 719
Maskiner och inventarier 4087 8959
Summa materiella anldggningstillgangar 7 565 221 7 413 678
SUMMA ANLAGGNINGSTILLGANGAR 7 565 221 7 413 678
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 33397 5480
Ovriga fordringar 186 175 155
Forutbetalda kostnader och upplupna intdkter 35374 43 894
Summa kortfristiga fordringar 68 957 224 529
Kassa och bank

Kassa och bank 768 089 921 052
Summa kassa och bank 768 089 921 052
SUMMA OMSATTNINGSTILLGANGAR 837 046 1145580
SUMMA TILLGANGAR 8402 267 8 559 259

Sida 8 av 16



ID:503e6d90-3f1f-11f0-90f8-b9a73f1c65e2 Status: Signerat av alla

"\
Z

e

Brf Isbrytaren 22
716411-7298

Balansrakning

Arsredovisning 2024

EGET KAPITAL OCH SKULDER NOT 2024-12-31 2023-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 10 654 976 10 654 976
Fond for yttre underhall 941 069 910280
Summa bundet eget kapital 11 596 045 11 565 256
Fritt eget kapital

Balanserat resultat -6 926 845 -6 652 976
Arets resultat 19723 -68 080
Summa fritt eget kapital -6 907 121 -6 721 056
SUMMA EGET KAPITAL 4 688 923 4 844 200
Langfristiga skulder

Ovriga langfristiga skulder 50 000 50 000
Summa langfristiga skulder 50 000 50 000
Kortfristiga skulder

Skulder till kreditinstitut 9 3325250 3325250
Leverantdrsskulder 40 844 47 511
Skatteskulder 3973 3235
Ovriga kortfristiga skulder 109 892 99 285
Upplupna kostnader och férutbetalda intakter 10 183 385 189 778
Summa kortfristiga skulder 3663344 3 665 059
SUMMA EGET KAPITAL OCH SKULDER 8402 267 8 559 259
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Kassaflodesanalys

Arsredovisning 2024

1 JANUARI - 31 DECEMBER 2024 2023
Den I6pande verksamheten
Rorelseresultat 164 302 54 448
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 100 914 91632
265 216 146 080
Erhdllen ranta 20152 7 858
Erlagd ranta -170 468 -114 667
Kassaflode fran I6pande verksamheten fére forandringar av rorelsekapital 114 899 39270
Forandring i rérelsekapital
Okning (-), minskning (+) kortfristiga fordringar -19 428 -2278
Okning (+), minskning (-) kortfristiga skulder 4023 -27 918
Kassaflode fran den I6pande verksamheten 99 494 9074
Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar -252 457 -185 612
Kassaflode fran investeringsverksamheten -252 457 -185 612
Finansieringsverksamheten
Depositioner 50 000
Kassaflode fran finansieringsverksamhet 50 000
ARETS KASSAFLODE -152 963 -126 538
LIKVIDA MEDEL VID ARETS BORJAN 921 052 1047 590
LIKVIDA MEDEL VID ARETS SLUT 768 089 921 052

Klientmedel klassificeras som likvida medel i kassaflédesanalysen.
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Isbrytaren 22 har upprittats enligt Arsredovisningslagen och Bokféringsnamndens allménna rad 2016:10
(K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i bostadsrattsféreningars arsredovisningar.

Redovisning av intakter
Intdkter bokférs i den period de avser oavsett nar betalning eller avisering skett.

| arsavgiften ingar kostnader for bredband, fondavsattningar, kabel-tv, vatten och viarme.

Anlaggningstillgangar

Materiella anlaggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och inventarier skrivs av
linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa bedémd ekonomisk livslangd av tillgangen.

Foljande avskrivningstider tillampas:

Byggnad 1,5%
Fastighetsforbattringar 15-5%
Maskiner och inventarier 10%

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgéng hanteras genom nedskrivning. Féreningens finansiella
anlaggningstillgangar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre varde dn anskaffningsvardet
sker nedskrivning till det lagre vardet.

Omsattningstillgangar

Fordringar upptas till det belopp som efter individuell provning berdknas bli betalt.

Foreningens fond for yttre underhall

Reservering till féreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att beslut tagits pa
féreningsstdmma sker 6verforing fran balanserat resultat till fond for yttre underhall och redovisas som bundet eget kapital.
Skatter och avgifter

Fastighetsavgiften for hyreshus ar 1 630 kr per bostadslagenhet, dock blir avgiften hogst 0,30 % av taxeringsvardet for bostadshus
med tillhorande tomtmark. Lokaler beskattas med 1,00 % av lokalernas taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.

Kassaflédesanalys
Kassaflodesanalysen har upprattats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING

Arsredovisning 2024

2024 2023
Arsavgifter, bostader 814 257 731252
Ovriga arsavgifter 10 275 10 800
Hyresintakter, lokaler 354 317 280 883
Kabel-TV/Bredband 984 984
Intaktsreduktion 0 -5811
Ovriga intékter 392 0
Summa 1180225 1018 108
NOT 3, FASTIGHETSKOSTNADER 2024 2023
Fastskotsel,stad material 0 1408
Fastskotsel/teknisk forv arvode 4188 42 628
Fastskotsel/teknisk forv extra 0 10 344
Entrepkostn stad 47 880 35490
Besiktningskostnader 2263 2110
Hiss serviceavtal 8548 8024
Ovriga serviceavtal 0 1575
Tradgard och blommor 0 238
Klottersanering 0 8274
Mattservice 3652 2492
Reparationer 3000 0
Bostader 0 1641
Lokaler 0 2268
Trapphus/port/entr 0 2 505
Dérrar och las/porttele 3771 11757
Ovriga gemensamma utrymmen 0 11 680
VA 9556 0
Varme 6 844 0
Hissar 0 2995
Balkonger 30 000 0
Fastighetsel 57 635 55917
Fjarrvarme 304 099 284 247
Vatten 41 422 33136
Sophamtning 40 334 30679
Grovsopor, tidningar 11707 12 164
Fastighetsforsakringar 46 938 35751
Skadedjursforsakring 5107 4922
Kabel-TV 30 868 29376
Bredband 45394 43920
Fastighetsskatt 59 050 58 312
Summa 762 256 733 853
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Arsredovisning 2024

NOT 4, PLANERADE UNDERHALL 2024 2023
El 0 9722
Summa 0 9722
NOT 5, OVRIGA EXTERNA KOSTNADER 2024 2023
Forbrukningsmaterial 3270 474
Ovriga férvaltningskostnader 24 324 27 258
Revisionsarvoden 1000 1000
Ekonomisk forvaltning 50 460 48 576
Summa 79 054 77 308
NOT 6, PERSONALKOSTNADER 2024 2023
Styrelsearvoden 56 000 39 000
Sociala avgifter 17 699 12 144
Summa 73 699 51144
NOT 7, BYGGNAD OCH MARK 2024-12-31 2023-12-31
Ackumulerat anskaffningsvirde

Ingaende 9 407 383 9221771
Arets inkop 252 457 185612
Utgaende ackumulerat anskaffningsvirde 9 659 840 9407 383
Ackumulerad avskrivning

Ingaende -2 002 664 -1915904
Arets avskrivning -96 042 -86 760
Utgaende ackumulerad avskrivning -2.098 706 -2 002 664
UTGAENDE RESTVARDE ENLIGT PLAN 7561134 7404719
| utgdende restvdrde ingar mark med 3611655 3611655
Taxeringsvarde

Taxeringsvarde byggnad 19 625 000 19 625 000
Taxeringsvarde mark 45 746 000 45 746 000
Summa 65 371 000 65 371 000
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NOT 8, MASKINER OCH INVENTARIER 2024-12-31 2023-12-31
Ackumulerat anskaffningsvarde

Ingdende 84 760 84 760
Utgaende anskaffningsvirde 84 760 84 760
Ackumulerad avskrivning

Ingdende -75 801 -70 929
Avskrivningar -4 872 -4 872
Utgaende avskrivning -80 673 -75 801
UTGAENDE RESTVARDE ENLIGT PLAN 4087 8959
NOT 16’ SKULDER TILL VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2024-12-31 2024-12-31 2023-12-31
Stadshypotek 2025-03-10 4,00 % 281 250 281 250
Stadshypotek 2025-02-04 4,19 % 647 500 647 500
Stadshypotek 2025-01-13 4,45 % 700 000 700 000
Stadshypotek 2025-02-04 4,19 % 196 500 196 500
Stadshypotek 2025-01-15 4,45 % 1500 000 1500 000
Summa 3325250 3325250
Varav kortfristig del 3325250 3325250

Om fem ar berdknas skulden till kreditinstitut uppga till 3 265 250 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av lanen som har slutbetalningsdag inom ett ar redovisas

som kortfristiga tillsammans med den amortering som planeras att ske under nésta rakenskapsar.

NOT 10, UPPLUPNA KOSTNADER OCH FORUTBETALDA

INTAKTER 2024-12-31 2023-12-31
Ovriga upplupna kostnader och férutbetalda intakter 6813 5113
El 5449 5528
Uppvarmning 37 884 44 346
Utgiftsrantor 26 897 32635
Vatten 6913 5539
Foérutbetalda avgifter/hyror 99 429 96 617
Summa 183 385 189 778
NOT 11, STALLDA SAKERHETER 2024-12-31 2023-12-31
Fastighetsinteckning 3750 000 1800 000
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NOT 12, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

| januari 2025 genomférde vi underhallsspolning av fastighetens avloppsstammar. Kontinuerlig underhallsspolning &r den
effektivaste metoden att underhalla fastighetens avloppsstammar. Avloppen halls rena och rérens livslangd forlangs.
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Revisor
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Valkommen till arsredovisningen for Brf Isbrytaren 22

Styrelsen upprattar harmed féljande arsredovisning for rakenskapsaret 2024-01-01 - 2024-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).
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Kort guide till Iasning av arsredovisningen

Forvaltningsberattelse

Forvaltningsberattelsen innehaller bland annat en allmén beskrivning av bostadsrattsféreningen och fastigheten. Du hittar ocksa
styrelsens beskrivning med viktig information fran det gangna rakenskapsaret samt ett férslag pa hur arets vinst eller forlust ska
behandlas, som féreningsstamman beslutar om. En viktig uppgift som ska framga i forvaltningsberattelsen &r om
bostadsrattsforeningen ar dkta eller oakta eftersom det senare medfor skattekonsekvenser for den som ager en bostadsratt.

Resultatrakning

| resultatrékningen kan du se om féreningen har gatt med vinst eller forlust under rakenskapsaret. Du kan ocksa se var foreningens
intdkter kommit ifrdn, och vad som har kostat pengar. Avskrivningar innebdr att man inte bokfor hela kostnaden pa en gang, utan
fordelar den Gver en langre tidsperiod. Avskrivningar innebar alltsa inte ndgot utfléde av pengar. Manga nybildade féreningar gor
stora underskott i resultatrakningen varje ar vilket vanligtvis beror pa att avskrivningarna fran kopet av fastigheten ar sa hoga.

Balansrakning

Balansrakningen ar en spegling av foreningens ekonomiska stéllning vid en viss tidpunkt. | en arsredovisning ar det alltid
rakenskapsarets sista dag. | balansrdkningen kan du se foreningens tillgangar, skulder och egna kapital. | en bostadsrattsférening
bestar eget kapital oftast av insatser (och ibland upplatelseavgifter), underhallsfond och ackumulerade ("balanserade") vinster eller
forluster. | en balansrakning ar alltid tillgangarna exakt lika stora som summan av skulderna och det egna kapitalet. Det &r det som

ar "balansen" i balansrakning.

Kassaflodesanalys

Kassaflodet ar bostadsrattsféreningens in- och utbetalningar under en viss period. Manga ganger sager kassaflodesanalysen mer dn
resultatrakningen. Har kan man utldsa hur mycket foreningens likviditet (pengar i kassan) har 6kat eller minskat under aret, och vilka
delar av verksamheten pengarna kommer ifran/har gatt till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrakningen till for att forklara vad siffrorna innebar. For
att du som laser arsredovisningen ska fa mer information finns noter som ar mer specifika férklaringar till resultat- och
balansrakning. Om det finns en siffra bredvid en rad i resultat- eller balansrakningen betyder det att det finns en not for den posten.
Har kan man till exempel fa information om investeringar som gjorts under aret och en mer detaljerad beskrivning éver lanen, hur
stora de ar, vilken rdnta de har och nér det ar dags att villkorsandra dem.

Giltighet

Arsredovisningen ar styrelsens dokument. Féreningsstimman beslutar om att faststilla Resultat- och Balansrikningen, samt
styrelsens forslag till resultatdisposition. | dessa delar géller dokumentet efter det att stamman fattat beslut avseende detta.
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Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

Foreningen har till andamal att framja medlemmars ekonomiska intressen genom att i féreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning.

Foreningen har sitt sate i Stockholm.

Registreringsdatum

Bostadsrattsforeningen registrerades 1986-04-30. Stadgar registrerades 2016-02-15 hos Bolagsverket.

Akta forening

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en dkta bostadsrattsférening.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Forvarv  Kommun
Stockholm Isbrytaren 22 1986 Stockholm

Marken innehas med dganderatt.
Fastigheten ar forsakrad hos Lansférsakringar Stockholm.

| forsakringen ingar ansvarsforsakring for styrelsen.

Byggnadsar och ytor
Vardearet ar 1940.

Foreningen har 18 bostadsratter om totalt 1 432 kvm och 2 lokaler om 123 kvm. Byggnadernas totalyta dr 1555 kvm.

Styrelsens sammansattning
Katarina Rilcker Ordférande
Agneta Scharp Styrelseledamot
Johannes Backlund Styrelseledamot
Ola Salemyr Styrelseledamot
Valberedning

Carin Johansson

Anders Scharp

Firmateckning

Firman tecknas av styrelsen tva i férening

Revisorer

Anna Holmlund Revisor

Sammantraden och styrelseméten

Ordinarie foreningsstamma holls 2024-06-18.
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Styrelsen har under verksamhetsaret haft 6 protokollférda sammantraden.

Teknisk status

Foreningen har ingen aktuell underhallsplan.

Utforda historiska underhall

2024 e Byte av ventiler och termostater pa samtliga radiatorer i foreningen

2023 e Ventilationsférbattrande atgarder samt injustering av varme

2022 e OVK-kontroll samt férbattringsarbeten i tvattstugan

2021 e Renovering (relining) av avloppsstammar ut till kommunalt avliopp

2020 ® Underhallsmalning av ytterdorrar, cykelrum och soprum. Sanering av klotter
2019 @ Rensning och spolning av avloppsstammar

Planerade underhall

2025 @ Renovering av fonster och balkongdérrar.

Spolning av avloppsstammar

Avtal med leverantorer

Avfallshantering PreZero Recycling AB
Bredbandstjanst Telenor AB
Ekonomisk forvaltning Ekonomisk Forvaltning i Uppsala (NABO)

Elnat Ellevio AB
Fastighetsforsakring Lansforsakringar Stockholm
Fjarrvarme Stockholm Exergi AB
Kabel-TV Tele2 Sverige AB

Vatten och avlopp Stockholm Vatten AB

Ovrig verksamhetsinformation
Medlemsinformation

Antalet medlemmar i féreningen vid rakenskapsarets borjan var 25 och vid dess slut 25 medlemmar. Tillkommande och avgaende
medlemmar var under aret var 5 respektive 4. Det har under aret skett 3 6verlatelser.

Vasentliga handelser under rakenskapsaret

Ekonomi

Arsavgifterna hojdes med 10% fran och med 1 januari 2024. Orsaken till héjningen var att ticka okade driftskostnader och
rantekostnader.

Foreningen redovisar en vinst efter finansiella poster pa +19.723 kr for 2024 jamfoért med ett underskott pa -68.080 kr fér 2023.
Resultatet for 2024, exklusive ej kassaflodespaverkande avskrivningar, uppgick till +120.637 kr.

Under 2024 har féreningen investerat 252 tkr i fastighetsforbattrande atgarder genom byte av ventiler och termostater pa samtliga
radiatorer i foreningen. Atgirden genomfordes for att astadkomma ett battre och jamnare inomhusklimat i foreningens samtliga
lagenheter. Darutover har 53 tkr kostnadsforts i I6pande underhall av fastigheten.
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Foreningen har en stabil finansiell stélining med god likviditet, 1ag skuldsattning och |ag arsavgift per kvm bostadsratt vilket framgar
av Flerarsoversikten i tabellen nedan.

Enligt styrelsens beslut justerades arsavgifterna 2024-01-01 med 10%.

Forandringar i avtal

I mars 2024 ingick foéreningen nytt 3-arigt hyresavtal for var mindre hyreslokal vilket medfért 6kade hyresintakter. Hyresavtalen for
foreningens bada hyreslokaler har indexklausuler vilket innebar att hyrorna indexuppréknas arligen.

Ovriga uppgifter

Reservering till féreningens fond for yttre underhall gors, i enlighet med foreningens stadgar, med 0,3% av fastighetens
taxeringsvarde.

Medlemsinformation

Antalet medlemmar vid rékenskapsarets borjan var 25 st. Tillkommande medlemmar under aret var 3 och avgaende medlemmar
under aret var 2. Vid rakenskapsarets slut fanns det 26 medlemmar i féreningen. Det har under aret skett 4 6verlatelser.
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Flerarsoversikt

NYCKELTAL 2024 2023 2022 2021
Nettoomsattning 1180225 1018108 881 088 867 288
Resultat efter fin. poster 19723 -68 080 -104 136 -76 135
Soliditet (%) 56 57 57 53
Yttre fond 941 069 910 280 714 167 714 167
Taxeringsvdrde 65371 000 65 371 000 65371 000 57 291 000
Arsavgift per kvm upplaten bostadsratt, kr 576 518 453 453
/°-\rsavgifternas andel av totala rorelseintakter (%) 69,9 72,9 73,6 74,8
Skuldsattning per kvm upplaten bostadsratt, kr 2322 2322 2322 2322
Skuldsattning per kvm totalyta, kr 2138 2138 2138 2138
Sparande per kvm totalyta, kr 78 21 -8 0
Elkostnad per kvm totalyta, kr 37 36 34 22
Varmekostnad per kvm totalyta, kr 196 183 163 172
Vattenkostnad per kvm totalyta, kr 27 21 17 16
Energikostnad per kvm totalyta, kr 259 240 214 211
Genomsnittlig skuldrénta (%) 4,95 3,92 1,99 1,17
Rantekanslighet (%) 4,03 4,48 5,13 5,13

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av féreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.
Nyckeltalet visar hur hogt belanad féreningen ar per kvadratmeter. Nyckeltalet anvdnds for att bedéma majlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter foreningens intdkter genererar som kan anvéndas till framtida underhall.
Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + virme) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.
Kostnader for medlemmarnas elférbrukning ingar inte i arsavgiften.

Rantekénslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hojas for att bibehalla kassaflédet om den genomsnittliga skuldrantan 6kar med

1 procentenhet.
Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsratt och som definieras som &rsavgift enligt

bostadsrattslagen.
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Forandringar i eget kapital

DISPONERING AV

Arsredovisning 2024

FOREGAENDE ARS DISPONERING AV
2023-12-31 RESULTAT OVRIGA POSTER 2024-12-31
Insatser 4 250 000 - - 4 250 000
Upplatelseavgifter 6 404 976 - - 6 404 976
Fond, yttre underhall 910 280 - 30789 941 069
Balanserat resultat -6 652 976 -68 080 -205 789 -6 926 845
Arets resultat -68 080 68 080 19723 19723
Eget kapital 4 844 200 0 -155 277 4 688 923
Resultatdisposition
Till féreningsstammans forfogande star foljande medel:
Balanserat resultat -6 926 845
Arets resultat 19 723
Totalt -6 907 121
Styrelsen foreslar att medlen disponeras enligt féljande:
Reservering fond for yttre underhall 196 113
Balanseras i ny rakning -7 103 234
-6 907 121

Den ekonomiska stallningen i 6vrigt framgar av foljande resultat- och balansrakning samt kassaflédesanalys med tillhérande noter.
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Resultatrakning

1 JANUARI - 31 DECEMBER NOT 2024 2023

Rorelseintdkter

Nettoomsattning 2 1180 225 1018108
Ovriga rérelseintakter =il -1
Summa rorelseintakter 1180224 1018 107

Rorelsekostnader

Driftskostnader 3,4 -762 256 -743 575
Ovriga externa kostnader 5 -79 054 -77 308
Personalkostnader 6 -73 699 -51 144
Avskrivningar av materiella anldggningstillgangar -100914 -91 632
Summa rorelsekostnader -1 015923 -963 659
RORELSERESULTAT 164 302 54 448

Finansiella poster

Ranteintakter och liknande resultatposter 20 152 7 858
Rantekostnader och liknande resultatposter -164 730 -130 385
Summa finansiella poster -144 578 -122 527
RESULTAT EFTER FINANSIELLA POSTER 19723 -68 080
ARETS RESULTAT 19723 -68 080
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Balansrakning

Arsredovisning 2024

TILLGANGAR NOT 2024-12-31 2023-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 7561134 7 404 719
Maskiner och inventarier 4087 8959
Summa materiella anldggningstillgangar 7 565 221 7 413 678
SUMMA ANLAGGNINGSTILLGANGAR 7 565 221 7 413 678
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 33397 5480
Ovriga fordringar 186 175 155
Forutbetalda kostnader och upplupna intdkter 35374 43 894
Summa kortfristiga fordringar 68 957 224 529
Kassa och bank

Kassa och bank 768 089 921 052
Summa kassa och bank 768 089 921 052
SUMMA OMSATTNINGSTILLGANGAR 837 046 1145580
SUMMA TILLGANGAR 8402 267 8 559 259
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716411-7298

Balansrakning

Arsredovisning 2024

EGET KAPITAL OCH SKULDER NOT 2024-12-31 2023-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 10 654 976 10 654 976
Fond for yttre underhall 941 069 910280
Summa bundet eget kapital 11 596 045 11 565 256
Fritt eget kapital

Balanserat resultat -6 926 845 -6 652 976
Arets resultat 19723 -68 080
Summa fritt eget kapital -6 907 121 -6 721 056
SUMMA EGET KAPITAL 4 688 923 4 844 200
Langfristiga skulder

Ovriga langfristiga skulder 50 000 50 000
Summa langfristiga skulder 50 000 50 000
Kortfristiga skulder

Skulder till kreditinstitut 9 3325250 3325250
Leverantdrsskulder 40 844 47 511
Skatteskulder 3973 3235
Ovriga kortfristiga skulder 109 892 99 285
Upplupna kostnader och férutbetalda intakter 10 183 385 189 778
Summa kortfristiga skulder 3663344 3 665 059
SUMMA EGET KAPITAL OCH SKULDER 8402 267 8 559 259
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Kassaflodesanalys

Arsredovisning 2024

1 JANUARI - 31 DECEMBER 2024 2023
Den I6pande verksamheten
Rorelseresultat 164 302 54 448
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 100 914 91632
265 216 146 080
Erhdllen ranta 20152 7 858
Erlagd ranta -170 468 -114 667
Kassaflode fran I6pande verksamheten fére forandringar av rorelsekapital 114 899 39270
Forandring i rérelsekapital
Okning (-), minskning (+) kortfristiga fordringar -19 428 -2278
Okning (+), minskning (-) kortfristiga skulder 4023 -27 918
Kassaflode fran den I6pande verksamheten 99 494 9074
Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar -252 457 -185 612
Kassaflode fran investeringsverksamheten -252 457 -185 612
Finansieringsverksamheten
Depositioner 50 000
Kassaflode fran finansieringsverksamhet 50 000
ARETS KASSAFLODE -152 963 -126 538
LIKVIDA MEDEL VID ARETS BORJAN 921 052 1047 590
LIKVIDA MEDEL VID ARETS SLUT 768 089 921 052

Klientmedel klassificeras som likvida medel i kassaflédesanalysen.
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Isbrytaren 22 har upprittats enligt Arsredovisningslagen och Bokféringsnamndens allménna rad 2016:10
(K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i bostadsrattsféreningars arsredovisningar.

Redovisning av intakter
Intdkter bokférs i den period de avser oavsett nar betalning eller avisering skett.

| arsavgiften ingar kostnader for bredband, fondavsattningar, kabel-tv, vatten och viarme.

Anlaggningstillgangar

Materiella anlaggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och inventarier skrivs av
linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa bedémd ekonomisk livslangd av tillgangen.

Foljande avskrivningstider tillampas:

Byggnad 1,5%
Fastighetsforbattringar 15-5%
Maskiner och inventarier 10%

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgéng hanteras genom nedskrivning. Féreningens finansiella
anlaggningstillgangar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre varde dn anskaffningsvardet
sker nedskrivning till det lagre vardet.

Omsattningstillgangar

Fordringar upptas till det belopp som efter individuell provning berdknas bli betalt.

Foreningens fond for yttre underhall

Reservering till féreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att beslut tagits pa
féreningsstdmma sker 6verforing fran balanserat resultat till fond for yttre underhall och redovisas som bundet eget kapital.
Skatter och avgifter

Fastighetsavgiften for hyreshus ar 1 630 kr per bostadslagenhet, dock blir avgiften hogst 0,30 % av taxeringsvardet for bostadshus

med tillhorande tomtmark. Lokaler beskattas med 1,00 % av lokalernas taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.

Kassaflédesanalys
Kassaflodesanalysen har upprattats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING

Arsredovisning 2024

2024 2023
Arsavgifter, bostader 814 257 731252
Ovriga arsavgifter 10 275 10 800
Hyresintakter, lokaler 354 317 280 883
Kabel-TV/Bredband 984 984
Intaktsreduktion 0 -5811
Ovriga intékter 392 0
Summa 1180225 1018 108
NOT 3, FASTIGHETSKOSTNADER 2024 2023
Fastskotsel,stad material 0 1408
Fastskotsel/teknisk forv arvode 4188 42 628
Fastskotsel/teknisk forv extra 0 10 344
Entrepkostn stad 47 880 35490
Besiktningskostnader 2263 2110
Hiss serviceavtal 8548 8024
Ovriga serviceavtal 0 1575
Tradgard och blommor 0 238
Klottersanering 0 8274
Mattservice 3652 2492
Reparationer 3000 0
Bostader 0 1641
Lokaler 0 2268
Trapphus/port/entr 0 2 505
Dérrar och las/porttele 3771 11757
Ovriga gemensamma utrymmen 0 11 680
VA 9556 0
Varme 6 844 0
Hissar 0 2995
Balkonger 30 000 0
Fastighetsel 57 635 55917
Fjarrvarme 304 099 284 247
Vatten 41 422 33136
Sophamtning 40 334 30679
Grovsopor, tidningar 11707 12 164
Fastighetsforsakringar 46 938 35751
Skadedjursforsakring 5107 4922
Kabel-TV 30 868 29376
Bredband 45394 43920
Fastighetsskatt 59 050 58 312
Summa 762 256 733 853
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NOT 4, PLANERADE UNDERHALL

Arsredovisning 2024

2024 2023
El 0 9722
Summa 0 9722
NOT 5, OVRIGA EXTERNA KOSTNADER 2024 2023
Forbrukningsmaterial 3270 474
Ovriga férvaltningskostnader 24 324 27 258
Revisionsarvoden 1000 1000
Ekonomisk forvaltning 50 460 48 576
Summa 79 054 77 308
NOT 6, PERSONALKOSTNADER 2024 2023
Styrelsearvoden 56 000 39 000
Sociala avgifter 17 699 12 144
Summa 73 699 51144
NOT 7, BYGGNAD OCH MARK 2024-12-31 2023-12-31
Ackumulerat anskaffningsvirde
Ingaende 9 407 383 9221771
Arets inkop 252 457 185612
Utgaende ackumulerat anskaffningsvirde 9 659 840 9407 383
Ackumulerad avskrivning
Ingaende -2 002 664 -1915904
Arets avskrivning -96 042 -86 760
Utgaende ackumulerad avskrivning -2.098 706 -2 002 664
UTGAENDE RESTVARDE ENLIGT PLAN 7561134 7404719
| utgdende restvdrde ingar mark med 3611655 3611655
Taxeringsvarde
Taxeringsvarde byggnad 19 625 000 19 625 000
Taxeringsvarde mark 45 746 000 45 746 000
Summa 65 371 000 65 371 000
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Arsredovisning 2024

NOT 8, MASKINER OCH INVENTARIER 2024-12-31 2023-12-31
Ackumulerat anskaffningsvarde

Ingdende 84 760 84 760
Utgaende anskaffningsvirde 84 760 84 760
Ackumulerad avskrivning

Ingdende -75 801 -70 929
Avskrivningar -4 872 -4 872
Utgaende avskrivning -80 673 -75 801
UTGAENDE RESTVARDE ENLIGT PLAN 4087 8959
NOT 16’ SKULDER TILL VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2024-12-31 2024-12-31 2023-12-31
Stadshypotek 2025-03-10 4,00 % 281 250 281 250
Stadshypotek 2025-02-04 4,19 % 647 500 647 500
Stadshypotek 2025-01-13 4,45 % 700 000 700 000
Stadshypotek 2025-02-04 4,19 % 196 500 196 500
Stadshypotek 2025-01-15 4,45 % 1500 000 1500 000
Summa 3325250 3325250
Varav kortfristig del 3325250 3325250

Om fem ar berdknas skulden till kreditinstitut uppga till 3 265 250 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av lanen som har slutbetalningsdag inom ett ar redovisas

som kortfristiga tillsammans med den amortering som planeras att ske under nésta rakenskapsar.

NOT 10, UPPLUPNA KOSTNADER OCH FORUTBETALDA

INTAKTER 2024-12-31 2023-12-31
Ovriga upplupna kostnader och férutbetalda intakter 6813 5113
El 5449 5528
Uppvarmning 37 884 44 346
Utgiftsrantor 26 897 32635
Vatten 6913 5539
Foérutbetalda avgifter/hyror 99 429 96 617
Summa 183 385 189 778
NOT 11, STALLDA SAKERHETER 2024-12-31 2023-12-31
Fastighetsinteckning 3750 000 1800 000
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NOT 12, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

| januari 2025 genomférde vi underhallsspolning av fastighetens avloppsstammar. Kontinuerlig underhallsspolning &r den
effektivaste metoden att underhalla fastighetens avloppsstammar. Avloppen halls rena och rérens livslangd forlangs.
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Underskrifter

Ort och datum

Johannes Backlund Katarina Rilcker
Styrelseledamot Ordférande
Ola Salemyr

Styrelseledamot

Min revisionsberattelse har [amnats - -

Anna Holmgren
Revisor
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[ {
  "agreementId" : "503e6d90-3f1f-11f0-90f8-b9a73f1c65e2",
  "agreementName" : "Signering av årsredovisningen 2024 för Brf Isbrytaren",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Årsredovisning 2024 Brf Isbrytaren 22 - klar för underskrift.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "578221",
    "fileHash" : "3db628dbad43bd6377e38e0b5ddb4dad82a907e55d22b3c505c929f9a39b71ee",
    "fileId" : "b0b3b9f0-3f1f-11f0-bf76-216fc43a22b9"
  } ],
  "signees" : [ {
    "personName" : "Ola Salemyr",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  }, {
    "personName" : "Johannes Bäcklund",
    "personSurname" : "Bäcklund",
    "personGivenName" : "Johannes",
    "email" : "johannes.backlund90@gmail.com"
  }, {
    "personName" : "Katarina Rülcker",
    "personSurname" : "Rülcker",
    "personGivenName" : "Katarina",
    "email" : "katarina.rulcker@handelsbanken.se"
  }, {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  } ],
  "time" : "2025-06-01T21:42:23.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Ola Salemyr",
    "orgName" : "Huge Bostäder AB",
    "ipAddress" : "78.82.222.230",
    "orgNr" : "5561498121",
    "email" : "ola.salemyr@huge.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "89d3ae20-3f20-11f0-a2fa-29d604ca1816"
}, {
  "id" : "8ac58830-3f20-11f0-a2fa-29d604ca1816",
  "time" : "2025-06-01T21:42:24.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "johannes.backlund90@gmail.com"
  }, {
    "email" : "katarina.rulcker@handelsbanken.se"
  } ]
}, {
  "id" : "903a0430-3f20-11f0-a4b7-5fcafde6b2df",
  "time" : "2025-06-01T21:42:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.222.230"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ola Salemyr",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ola Salemyr",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196905310196",
    "personSurname" : "Salemyr",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlNpZ25lcmluZyBhdiDDpXJzcmVkb3Zpc25pbmdlbiAyMDI0IGbDtnIgQnJmIElzYnJ5dGFyZW4iIApJRDogNTAzZTZkOTAtM2YxZi0xMWYwLTkwZjgtYjlhNzNmMWM2NWUyCkRhdHVtOiAyMDI1LTA2LTAxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "91a21fb0-3f20-11f0-a403-838299f4da49",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDIwMjQgQnJmIElzYnJ5dGFyZW4gMjIgLSBrbGFyIGbDtnIgdW5kZXJza3JpZnQucGRmIgozZGI2IDI4ZGIgYWQ0MyBiZDYzIDc3ZTMgOGUwYiA1ZGRiIDRkYWQgODJhOSAwN2U1IDVkMjIgYjNjNSAwNWM5IDI5ZjkgYTM5YiA3MWVlCi0tLS0tLS0tLS0=",
    "personGivenName" : "Ola Svante Erik",
    "startDate" : "2025-06-01T19:42:36.549+0000",
    "transactionId" : "4d1db5461b2c68fb14cf4867997a5629"
  },
  "time" : "2025-06-01T21:42:56.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.222.230"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "9d88ffb0-3f20-11f0-a2fa-29d604ca1816"
}, {
  "id" : "9e2566c0-3f20-11f0-a2fa-29d604ca1816",
  "time" : "2025-06-01T21:42:57.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "johannes.backlund90@gmail.com"
  }, {
    "email" : "katarina.rulcker@handelsbanken.se"
  } ]
}, {
  "id" : "10d84210-3f7f-11f0-a4b7-5fcafde6b2df",
  "time" : "2025-06-02T08:59:02.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.68.56.33"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Katarina Rülcker",
    "personSurname" : "Rülcker",
    "personGivenName" : "Katarina",
    "email" : "katarina.rulcker@handelsbanken.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Katarina Rülcker",
    "personSurname" : "Rülcker",
    "personGivenName" : "Katarina",
    "email" : "katarina.rulcker@handelsbanken.se"
  },
  "signingMetadata" : {
    "personNr" : "196004306905",
    "personSurname" : "Rülcker",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlNpZ25lcmluZyBhdiDDpXJzcmVkb3Zpc25pbmdlbiAyMDI0IGbDtnIgQnJmIElzYnJ5dGFyZW4iIApJRDogNTAzZTZkOTAtM2YxZi0xMWYwLTkwZjgtYjlhNzNmMWM2NWUyCkRhdHVtOiAyMDI1LTA2LTAxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "25ccf170-3f7f-11f0-a2fa-29d604ca1816",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDIwMjQgQnJmIElzYnJ5dGFyZW4gMjIgLSBrbGFyIGbDtnIgdW5kZXJza3JpZnQucGRmIgozZGI2IDI4ZGIgYWQ0MyBiZDYzIDc3ZTMgOGUwYiA1ZGRiIDRkYWQgODJhOSAwN2U1IDVkMjIgYjNjNSAwNWM5IDI5ZjkgYTM5YiA3MWVlCi0tLS0tLS0tLS0=",
    "personGivenName" : "Barbro Katarina Elisabet",
    "startDate" : "2025-06-02T06:59:37.833+0000",
    "transactionId" : "cae08f5cec26586cd98eeb1bcaa5bb76"
  },
  "time" : "2025-06-02T08:59:58.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.68.56.33"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "320091e0-3f7f-11f0-931b-ada3d561cd4c"
}, {
  "id" : "32591220-3f7f-11f0-931b-ada3d561cd4c",
  "time" : "2025-06-02T08:59:58.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "johannes.backlund90@gmail.com"
  } ]
}, {
  "id" : "d375c810-3fd9-11f0-a598-4d2674d50b48",
  "time" : "2025-06-02T19:48:43.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johannes Bäcklund",
    "personSurname" : "Bäcklund",
    "personGivenName" : "Johannes",
    "email" : "johannes.backlund90@gmail.com"
  }
}, {
  "id" : "e3f25cd0-3fd9-11f0-a403-838299f4da49",
  "time" : "2025-06-02T19:49:11.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johannes Bäcklund",
    "personSurname" : "Bäcklund",
    "personGivenName" : "Johannes",
    "email" : "johannes.backlund90@gmail.com"
  }
}, {
  "id" : "136c2400-3fda-11f0-931b-ada3d561cd4c",
  "time" : "2025-06-02T19:50:30.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johannes Bäcklund",
    "personSurname" : "Bäcklund",
    "personGivenName" : "Johannes",
    "email" : "johannes.backlund90@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Johannes Bäcklund",
    "personSurname" : "Bäcklund",
    "personGivenName" : "Johannes",
    "email" : "johannes.backlund90@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199001264499",
    "personSurname" : "BÄCKLUND",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlNpZ25lcmluZyBhdiDDpXJzcmVkb3Zpc25pbmdlbiAyMDI0IGbDtnIgQnJmIElzYnJ5dGFyZW4iIApJRDogNTAzZTZkOTAtM2YxZi0xMWYwLTkwZjgtYjlhNzNmMWM2NWUyCkRhdHVtOiAyMDI1LTA2LTAxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "155a8680-3fda-11f0-a598-4d2674d50b48",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDIwMjQgQnJmIElzYnJ5dGFyZW4gMjIgLSBrbGFyIGbDtnIgdW5kZXJza3JpZnQucGRmIgozZGI2IDI4ZGIgYWQ0MyBiZDYzIDc3ZTMgOGUwYiA1ZGRiIDRkYWQgODJhOSAwN2U1IDVkMjIgYjNjNSAwNWM5IDI5ZjkgYTM5YiA3MWVlCi0tLS0tLS0tLS0=",
    "personGivenName" : "JOHANNES",
    "startDate" : "2025-06-02T17:50:34.487+0000",
    "transactionId" : "7fd2f6fc155286d2e6051e1b947acdbd"
  },
  "time" : "2025-06-02T19:50:50.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "1f127890-3fda-11f0-a2fa-29d604ca1816"
}, {
  "id" : "1f7e0ba0-3fda-11f0-a2fa-29d604ca1816",
  "time" : "2025-06-02T19:50:51.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "katarina.rulcker@handelsbanken.se"
  } ]
}, {
  "id" : "1f7ef600-3fda-11f0-a2fa-29d604ca1816",
  "time" : "2025-06-02T19:50:51.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "annakholmgren@icloud.com"
  } ]
}, {
  "id" : "e58e3d10-3fda-11f0-a403-838299f4da49",
  "time" : "2025-06-02T19:56:23.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  },
  "signingMetadata" : {
    "personNr" : "199311097787",
    "personSurname" : "HOLMGREN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlNpZ25lcmluZyBhdiDDpXJzcmVkb3Zpc25pbmdlbiAyMDI0IGbDtnIgQnJmIElzYnJ5dGFyZW4iIApJRDogNTAzZTZkOTAtM2YxZi0xMWYwLTkwZjgtYjlhNzNmMWM2NWUyCkRhdHVtOiAyMDI1LTA2LTAxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e8018700-3fda-11f0-90f8-b9a73f1c65e2",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDIwMjQgQnJmIElzYnJ5dGFyZW4gMjIgLSBrbGFyIGbDtnIgdW5kZXJza3JpZnQucGRmIgozZGI2IDI4ZGIgYWQ0MyBiZDYzIDc3ZTMgOGUwYiA1ZGRiIDRkYWQgODJhOSAwN2U1IDVkMjIgYjNjNSAwNWM5IDI5ZjkgYTM5YiA3MWVlCi0tLS0tLS0tLS0=",
    "personGivenName" : "ANNA",
    "startDate" : "2025-06-02T17:56:27.995+0000",
    "transactionId" : "a1e903b935d0433f16be66bbf9eaeb4a"
  },
  "time" : "2025-06-02T19:56:37.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "ee2751a0-3fda-11f0-a598-4d2674d50b48"
} ]


[ {
  "agreementId" : "7331aed0-3f1e-11f0-931b-ada3d561cd4c",
  "agreementName" : "Signering av revisionsberättelse 2024 - Brf Isbrytaren",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Revisionsberättelse 2024 BRF Isbrytaren.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "84817",
    "fileHash" : "8ab1fa40510c1f84e9b2a60dd143c1c111be855ddbbab6331409a6e1c2670bc5",
    "fileId" : "799d0df0-3f1e-11f0-bf76-216fc43a22b9"
  } ],
  "signees" : [ {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  } ],
  "time" : "2025-06-01T21:31:18.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Ola Salemyr",
    "orgName" : "Huge Bostäder AB",
    "ipAddress" : "78.82.222.230",
    "orgNr" : "5561498121",
    "email" : "ola.salemyr@huge.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "fd76b770-3f1e-11f0-a598-4d2674d50b48"
}, {
  "id" : "fe4b1e70-3f1e-11f0-a598-4d2674d50b48",
  "time" : "2025-06-01T21:31:19.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "annakholmgren@icloud.com"
  } ]
}, {
  "id" : "c634ea80-3f22-11f0-931b-ada3d561cd4c",
  "time" : "2025-06-01T21:58:23.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  }
}, {
  "id" : "d04c1390-3f22-11f0-a2fa-29d604ca1816",
  "time" : "2025-06-01T21:58:40.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Anna Holmgren",
    "personSurname" : "Holmgren",
    "personGivenName" : "Anna",
    "email" : "annakholmgren@icloud.com"
  },
  "signingMetadata" : {
    "personNr" : "199311097787",
    "personSurname" : "HOLMGREN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlNpZ25lcmluZyBhdiByZXZpc2lvbnNiZXLDpHR0ZWxzZSAyMDI0IC0gQnJmIElzYnJ5dGFyZW4iIApJRDogNzMzMWFlZDAtM2YxZS0xMWYwLTkzMWItYWRhM2Q1NjFjZDRjCkRhdHVtOiAyMDI1LTA2LTAxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "d60316d0-3f22-11f0-90f8-b9a73f1c65e2",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiUmV2aXNpb25zYmVyYcyIdHRlbHNlIDIwMjQgQlJGIElzYnJ5dGFyZW4ucGRmIgo4YWIxIGZhNDAgNTEwYyAxZjg0IGU5YjIgYTYwZCBkMTQzIGMxYzEgMTFiZSA4NTVkIGRiYmEgYjYzMyAxNDA5IGE2ZTEgYzI2NyAwYmM1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "ANNA",
    "startDate" : "2025-06-01T19:58:50.293+0000",
    "transactionId" : "ae6273ce363b6ead031f72ab73780216"
  },
  "time" : "2025-06-01T21:59:02.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.218.170"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "dda80760-3f22-11f0-a403-838299f4da49"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each



https://en.wikipedia.org/wiki/Universally_unique_identifier
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended

17





Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630

19



https://www.ietf.org/rfc/rfc2630



		ContainerFormat

		Table of Contents

		Purpose

		Overview

		Generic Container Structure

		PDF Container

		How to Validate



		Container Content

		Agreement File

		Agreement Files Possible to Visualize

		Agreement Files Non-Possible to Visualize

		How to Validate



		Audit Log

		Common Structures

		UserInfo

		AgreementFileInfo



		How to Validate

		Agreement Created

		How to Validate



		Agreement Viewed

		How to Validate



		Agreement Signed

		How to Validate



		Agreement Rejected

		How to Validate



		Agreement ExpireOn Changed

		How to Validate



		Message Sent

		How to Validate



		Format



		Reference Documentation

		Verification

		Basic Information

		Agreement Files

		Signees

		Audit Log Extract





		Change Log

		Agreement Version : 1.1

		Agreement Version : 1.2

		Agreement Version : 1.3

		Agreement Version : 1.4

		Agreement Version : 1.5

		Agreement Version : 1.6

		Agreement Version : 1.7

		Agreement Version : 1.8

		Agreement Version : 1.9

		Agreement Version : 1.10

		Agreement Version : 1.11

		Agreement Version : 1.12

		Agreement Version : 1.13

		Agreement Version : 1.14

		Agreement Version : 1.15

		Agreement Version : 1.16

		Agreement Version : 1.17

		Agreement Version : 1.18

		Agreement Version : 1.19



		Reference Documentation




Signing
Egreement AB

Version 3.0-189-g7f108d3, 2024-08-27





Table of Contents

PULPOS . . o e

(k7<) 72 175

EleCtrOniC SIgNatures. . . ..ottt ettt ettt e e et e e e e e e e e e
Simple Electronic Signature (SES) . ... .ottt e e
Supported MethOdS. . . ..o e
Advanced Electronic Signature (AES) . ... .ottt e e
Supported MethOdS. . . ..o e
Qualified Electronic Signature (QES) .. ...ttt e et e
Supported MethOdsS. . . ..o e

L0374 011023 = 0] 1 200 PP
Cryptographic Hash FUNCHONS . . . .. ..o oot e et et
ASymmetriC ENCIYPUION . . . oottt e et e e et e e e e
DiIgital SIgNaAtUTES. . . ottt ettt et e e et e e e e

B3} 14 U0 PP
Create teXt FEPIreSENTATIONL . . . ..\ vttt ettt ettt ettt ettt e e et ettt e
VSTl TS . . e

B AT L. . oo
HIdden TBS ..o e e

B AT I, . oo

Create Digital SIgnature . .. ... ...ttt ettt
Signature Methods ... ... e e e
Swedish BanKID . . ... e
SIgNAtUTe fOTIMAL . . ..ttt et e e
AUt IO, . ettt e
HOW tO ValIdAte . . ..o e
Norwegian BankID - advanced electronic Signature. .............uiveeiiineeeinnreennnneeennn.
SIgNAtUre fOTIMAL . . ..ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e
Norwegian BankID - authentication .......... ...ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e

Finnish strong identification. . ....... ...ttt i et i e





Identity fOrmat. . . ...t e e 9

AUt L0 oottt e e 10
HOW t0 ValIdate . . ..ottt et e e et e e e e 10
Danish MitID . ...ttt et e e e e e e e e e 10
SIgnAature fOrmMal . . ..ot e e 10
AUt L0 oot e e e 10
HOW t0 ValIdate . . ..ottt e et e e et e e e e 11
SWisSCOmM MODILE ID . ... e e e 11
SIgNAture fOrmMAl . . ..ot e e 11
AUt L0 oot e e 11
HOW t0o Valldate . . ..ot et e e ettt e e 12
Draw SIGNAtUTE .. ..ottt ettt ettt e e et e e e i e e e et 12
SIgnAature fOrmMal . . ..ot e e 12
AUt L0 oot e e 12
HOW t0 Valldate . . ..ottt e et e e et e e e e e 12
AP SIgNATUTE ..ottt ettt ettt et et e e e e e e e e e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 13
SMS SIGNATUTE. . . o ettt ettt ettt et e ettt e e e e e e e e ettt e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 14
Email Signature with OneTimePassWword .. ..........uuiiiirinet ittt 14
AUt IO oot e 14
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15
CLICK SIgNAtUTE . . oottt ettt ettt et e e ettt e e et e e e it et i 15
AUt IO oot e 15
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15

Reference doCUIMENtAtION . ..ottt ettt e e e e e e e e e et e e e e 15





Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

10





* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name
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Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name

Overview
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Signing

Validation
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Cryptographic Message Syntax
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Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.
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references to other documents for validation
details.
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Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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function and links to the other documents.
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Describes how Egreement handles the signature
process.
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references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards
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Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8
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